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YOU MUST READ AND AGREE TO COMPLY WITH THE TERMS OF THIS AUTHORISED
RELYING PARTY AGREEMENT( this “Agreement” ) BEFORE VALIDATING A DIGITAL
CERTIFICATE BY:

(I) ACCESSING, READING, DOWNLOADING ANY CERTIFICATES, AUTHORITY REVOCATION
LIST (ARL), CERTIFICATE REVOCATION LIST (CRL) OR OTHERWISE USING THE ROOT CA’S
NATIONAL REPOSITORY,

(I1) USING THE ROOT CA’S ONLINE CERTIFICATE STATUS PROTOCOL (OCSP) AND LIGHT
WEIGHT DIRECTORY ACCESS PROTOCOL (LDAP) SERVICES.

IF YOU DO NOT AGREE TO THE TERMS OF THIS RELYING PARTY AGREEMENT, YOU ARE
NOT AUTHOTIZED TO USE ROOT CA’S NATIONAL REPOSITORY.

1. TERM OF THE AGREEMENT

This “Agreement” become effective when you search for a certificate, or to verify a
digital signature created with a private key corresponding to a public key contained in a
certificate, or when you otherwise use or rely upon any information or services provided
by Root CA’s National Repository or website relating to a certificate. This Agreement
shall be applicable for as long as you use Digital Certificate or rely on any Information
published by the Root CA.

2. DEFINITIONS

The definitions contained in the Root CA’s CPS shall apply to this Agreement available
at http://www.rootca.org.mm.

3. INFORMED DECISION

You acknowledge and agree that (i) you have sufficient information to make an informed
decision as to the extent to which you choose to rely on the information in a Certificate;
(i) your use of or reliance on any Root CA Information is governed by this Agreement
(iii) your use of Root CA’s National Repository and reliance on any certificate shall be
governed by Root CA’s Certification Practice Statement (the “CPS”) (available at
http://www.rootca.org.mm) as amended from time to time, which is incorporated by
reference into this agreement. The CPS is published on the Internet in the Repository at
www.rootca.org.mm and is available via email by rootcamm@rootca.org.mm. You shall
bear the legal consequences of your failure to comply with the obligations contained

herein. YOU ARE SOLELY RESPONSIBLE FOR DECIDING WHETHER OR NOT TO RELY ON
THE INFORMATION IN A CERTIFICATE.




4. RELYING PARTY OBLIGATIONS

As a Relying Party, you are obligated to ensure the reasonableness of your reliance on
any Information by:
(i) Determining that the certificate will be used for an appropriate purpose

(if) Checking the status of a certificate in which you want to rely by downloading
the latest  version of  the ARL/ CRL available at
http://www.rootca.org.mm/crlnew.aspx to verify the certificate has not been

revoked or suspended.

(iii) Verifying the certificate validity period.

(iv) Utilizing the appropriate software and/or hardware to perform digital signature
verification.

(vi) Identifying a certificate chain and verifying the digital signatures on all
certificates in the corresponding certificate chain.

(vii) Rely on the certificate, if all of the checks described in the previous paragraphs
are successful, provided that reliance upon the certificate is reasonable under
the circumstances and in light of section 3 of this agreement. It is your
responsibility if you need to obtain additional assurances for such reliance.

(viii) Only rely on digital signatures and certificates when such reliance is deemed

reasonable. In considering the reasonableness of reliance the aspects to be considered
shall include whether:
= the digital signature was created during the validity period of the
certificate;
= the digital signature can be verified successfully;
= all of the public key hashes (thumbprints) on the certificates within the
corresponding
= the certificates in the certificate chain have not expired;
= the certificate and certificate chain are successfully validated;
= there are no additional circumstances that may affect the reliability of the
digital signature, certificate, certificate chain or certificate revocation list.

Where the foregoing verifications are undertaken by software, Root CA


http://www.rootca.org.mm/crlnew.aspx

disclaims any and all responsibility for failures in the verification

undertaken by such software.

IN NO EVENT SHALL ANY ISSUING AUTHORITY OR ROOT CA BE LIABLE FOR ANY
INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES,OR FOR ANY LOSS OF
PROFITS, LOSS OF DATA, OR OTHER INDIRECT, CONSEQUENTIAL, OR PUNITIVE DAMAGES
ARISING FROM OR IN CONNECTION WITH THE USE, DELIVERY, LICENSE, PERFORMANCE,
NONPERFORMANCE, OR UNAVAILABILITY OF CERTIFICATES, DIGITAL SIGNATURES, OR
ANY OTHER TRANSACTIONS OR SERVICES OFFERED OR COMTEMPLATED HEREIN, EVEN
IF SUCH ISSUING AUTHORITIES OR ROOT CA, OR BOTH, HAVE BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

5. Limitations on Use :YOU ARE HEREBY NOTIFIED OF THE POSSIBILITY OF THEFT OF
OTHER FORM OF COMPROMISE OF A PRIVATE KEY CORRESPONDIND TO A PUBLIC KEY
CONTAINED IN A CERTIFICATE, WHICH MAY OR MAY NOT BE DETECTED, AND OF THE
POSSIBILITY OF USE OF A STOLEN OR COMPROMISED KEY TO FORGE A DIGITAL
SIGNATURE TO A DOCUMENT.

6. Warranties to Relying Party

Root CA hereby warrants to all Relying Parties who have complied with their obligations
under this agreement that:
(i) The information contained in the certificates, except for Non-verified
Subscriber Information, is accurate as of the date of Certificate issuance
(i) Certificates appearing in the Repository have been issued to the individual,
organization, or device named in the Certificate as the Subscriber; and
(iii) the Certificate was issued in substantial compliance with the CPS.
(iv) The certificate revocation lists issued by it are accurate and are updated and
published periodically in accordance with section 2.3 of the Root CA’s CPS.

7. Root CA Responsibility Root CA is not responsible for any loss or damage or harm that
may result from misusing the service and is not committed to any compensation.

8. Governing Law :

Any disputes related to this Agreement shall be governed in all respects by and construed
in accordance with the Electronic Transactions Law (2004) and the rules and notifications
issued by Ministry of Communications, Posts and Telegraph.

9. LIBILITY LIMITS AND DISCLAIMERS

IN NO EVENT SHALL ANY ISSUING AUTHORITY OR ROOT CA BE LIABLE FOR ANY
INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES,OR FOR ANY LOSS OF
PROFITS, LOSS OF DATA, OR OTHER INDIRECT, CONSEQUENTIAL, OR PUNITIVE DAMAGES



ARISING FROM OR IN CONNECTION WITH THE USE, DELIVERY, LICENSE, PERFORMANCE,
NONPERFORMANCE, OR UNAVAILABILITY OF CERTIFICATES, DIGITAL SIGNATURES, OR
ANY OTHER TRANSACTIONS OR SERVICES OFFERED OR COMTEMPLATED HEREIN, EVEN
IF SUCH ISSUING AUTHORITIES OR ROOT CA, OR BOTH, HAVE BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

If any provision of this Agreement, or the application there of, if for any of this
Agreement (and the application of the invalid or unenforceable provision to other persons
or circumstances) shall not be affected by such finding of invalidity or unenforceability,
and shall be interpreted in a manner that shall reasonably carry out the intent of the
parties.

You demonstrate your knowledge and acceptance of the terms of this Agreement by
submitting a query to search for, or to verify the revocation status of , a digital certificate
or by otherwise using or relying upon any information or services provided by Root CA’s
National Repository or website relating to a certificate. If you do not agree, do not submit
aquery.

Root CA has the right to modify the terms and conditions of this agreement.



