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32000 CD’)O:?OO GQO’)CSl('DGO:GOD’) C\)OO[C\) (ODGODCD 320 3’30880)09 @(DO ODEII (SOC\) ODEG’)
[¢] L ol LLO [ e L L L 1

RA oa@ CA mwoo.eé;‘mé;‘ﬂ? 6§ ocgeso:@é: (Identification) §<§ oacr%eoaégsoogeso:@&

4 4 L

(Authentication) mooér:qp:or% esooégcr%eo:o’]oaén)

0. 9. 0 SN WVHEDSBeBe5mE:0305 (National Repository of Digital Certificates)

s’aej’[:oao:oaogeoaémcr%cfcgcfcgm :0305(National Repository) so écho Root CA §5

L °

CA gpio 0de00n6a0  MENIHe0Za%c  92g2gda  [3p998¢E 236350058
J °J L ° ° 4 ° L° L J ° 8 L g L 61 ° 80

0. 9. CPS oof:eoo%s'ao.?:occzﬂ (Applicability)

Root CA- CPS Page 4 September 24, 2010



c c C ° C C ° C c oc C
@ﬁ CPS 2opd> Root CA 0000560:00) 00IEWVICVOIQOIFTIRA:SE oams?co']oagn @ﬁ

L 2, 4

N

CPS §cuS0d:c06s 05008 c3abeomiEadepdsnSscodtep: (Practices) 99930320005 @Ceogéés'aoo&
SIOROREIROSPODE QYMFINIGAROPYpPICOBIG: 3O 9 3¢

[ Q C C C ° C [ C ° C C (o C
03¢ Root CA @ CA ¢:a)  0003603002:000) WOIEWIWMEOIFE WGV YOI0 LI
ooqé:qp:(Authority Revocation List (ARLs)) (J:o:qé:ofpoéoﬁeo:m oacr%eoaémo%@cﬁ@é 0Oc0d

C\)(‘TS(JQ 00 cg]mooqc.qlo,(Certlﬁcate Revocation List (CRLs))gp: (r%m:)%:@@é:qp:m'):dé:@é:

%

c oc¢C LI ’] C
('DQ?CS’B('TDJ[,OC O ODEII

0. G ooogeooémogg 7 Yo%) :E}le (Certificate Usage)

0. G. 0 WHSESVHESN3 wEeodermadiae (Appropriate Certificate Usage)

L °

Root CA@ CA@J'J. or% o?ogeo:eoaooa(r%eoaémo%cfcgep:o% es’aomo’]s’aor% C: s’aofE:@[

Gl@éll

. C o C C C ¢ _C
20 (Subscriber)g: 820 0O26VICVMYOY VOICVIQ$SC

C o C C C o N\ . C C o C [
CAQJ'):?oameoasmmgsooqo:qe:og:goﬁ(Subscnber)qp:s’ao:ocgooeo:e svplenloslcioniclabloallon

m(r%(for%eq:ogzqsﬁ (Sign) 1+ Email oo C\?JL e@oc e_j (Encrypt) eow&cqsrw emms’aooc.

L

3o

[go&scd005g8Eqs(Decrypt) 1 Application gp:3 Authenticate(Sever/Client Authentication)

(')

@lqgasﬁ: §<§ Code Signing @ s’aorg(rg s’ao?:@ §co']oag|| Relying Partyocd é
o _¢C C C (Y C C (S C [ C ° Q 9 C
30539 wc:q@ngquo:m@c m@o:ewoqggwqjmqosmogm 203:[g|Sclon FBovodSmeapsd

o)

L

soéogcﬁesooégéeq:eoem w6:§§oao%s€3 eoaosﬁg poesgpsl @ﬁ CPS/ CP or% 6 (r%(rgécf[o@u

C o C C C o C C ° [ c O ° oc
OD('DGODSC\)('DGCDC’D:GlG:OD O\DOD CC\)E ODGO’)’DCDESJ(‘DQSC\J)JC 0N IICVMOOMD S’BOD:E”&C
1 1 L O ILi?® 1 L L L
o °

’] (Y C ° C C C C ’] ocC o 9 ’] C
O ODEII OD('DGODSC\)('D(JQCD GBQ][:S’B@O:S’BO:@Q G320000 S’BCIEC: O?SGJF%O ODEII

Certificate Assurance Level Usage Cliont
Class Low | Medium | High | Signing | encryption Authentication
Class-1 v v v v
Certificate

Class-2 v v v v
Certificate

Class-3 v v v v
Certificate

Table (1)- Certificate Usage.
Class 1 Certificate
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mcr%&ogémoeqoog eqpo%ooo:qé}e&o% e-mail @5
L L L L °

C ° C C Q. o C ’] C
('DGQ)QC\)('D(JQCDS’BQ”‘,S'BOD’:), @(DO ODEII

Class 2 Certificate

(o) C o C C O
Class 2 FQES0E DMEVICVMLOM) 6Q)

C

Q C C C C
’3(7303’38%(? C\EG’BOGOD’)S’BGCD’)(DS’BCD’):O)’)&(D@’)O)G:

z2

C C chc ’] (Y Q C C C C o C
GJ’): §chrgeqalomooozqeg[§®o ODEII C\ES’BOGQ)’)S’BGCD’)(‘DS’BCD’):GJ’):C%)C 3’3:?889?83’36:?@9

c922000l030loEquadi
010Cqo

Class 3 Certificate

o C ° C cC O Q C C C C C
Class 3 S'BGJFS'BO)’DZ OD('DGODSC\)('D(JQCD(‘TE C\ES’BOGOD’) 326 CODN0N32C0D8 ®’381(73®’3CDG:GJ’38?Q

C o O C Ooc¢C C C Co C ’]
GQR]DODGJD,O]E(TEQ)GEC(JQ C\)’)GST)('DGC\?J’)(‘DCDD,[%C,I O?CDOO[%C, [(3[(\30619 @00 ODEII

Root CA © CA ep:s’aogog Class 3 oacr%eoaémo%cfcrg cnogéf”:mé:o%oao OMEIOR oo’]oa@n

0. G. J ooo-@ con: ooé 0m eooémorg oS :@leep' (Prohibited Certificate Uses )

Q C C C (Y C C C C c oc¢C C C o
3’3(\)(‘7303661’3:?0)&)(73&)&)693’30 ('DGGFBOGSI QOCIQC WVOODCO 8 BOGSGJ’T §C 320
o ¢l J e L °

2 ?
clogdlgoen gpicpd  gg[gloompy 2031 wodeIGBE0dEPId  2a3(gge PR3 805
[PRC 3C(GI PR 2C* 00937 9ep510R03053

’] (Y ocC ° ocC Q C
30]’)61’36160?0603’:” GODQ?:GO)&LCGOD’D (O%) 200270000

o)
C

Co c O 00 ¢ co (Y C Y Co
c?o('DJC('TEOO?('D (9p]] G(DODE(D:?(DGJ’),I QOC2

®§:OSGJOZQ% CI%%:ZSJ[(SG(‘T% OJ’)GJ’):CIo)é Q)USGQ)éQ)OS(JQGSO% c%s@JOGﬁsGlé@O«)@J @(f: 3’3&%8@@[610’]”

C o C C ° C C C N C
CA 2005620500050050 DODEDICOMQOICI e aleslClel (Subscnber)oa oaooeoasmoocf

Sn
-8
8»

eo:@é: CRL Sign O?L):[g& Qécé:qo:@aéﬁ s’a@o:eo&oesooégo%gqp:s’acrgcﬁ sao%:e@lqo']n

2. 9 eon%a?ecc:qo géseaqlaeq:qoeﬂo: (Policy Administration)
2. 9.9 CP/CPS s22:8 aJloeq aocqo s'acos'aoe

(Organization Administering the Document)
Address - Myanmar Info-Tech Corporation Ltd.
Universities’ Hlaing Campus,
Hlaing Township, Yangon, Myanmar
Attension- Project Department
Phone - 652272, 652273, 652274
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Fax - 652275
e-Mail - rootcamm@rootca.org.mm

0. 9. J do>0dqepdoy (Contact Person)
The Chief Technical Officer
Myanmar Info-Tech Corporation Ltd.
Universities’ Hlaing Campus,

Hlaing Township, Yangon, Myanmar

Attension - Project Department

Phone - 652272, 652273, 652274
Fax - 652275

e-Mail - rootcamm@rootca.org.mm

0. 9.9 CP/CPS Qoéeaypocdadifgcdeoiopday (Person Determining CP Suitability for
the Policy)

C N C C [ ° C o C (S
@°@Oﬁ%go ODE Qﬁ CPS @% ODCGC\)J’DG&C 3’3330009(72 9? @CD GO‘,O’]ODEII

dL JL

0. 9.6 CP/CPS oos'aooe@leo 1O ooL: 5§é:ep: (CPS/CP Approval Procedure)

o) CPS s¢ CP &3 oB9egel wemoadaodgs [F:[030¢1928¢ 9200p5(g|Gi[gdcloop

CPS or% @6905:%](739]9: (Amendments) %1&3]6 @:@69{3’3@3’3’3:0}8@ s’amé@pp%q&a@: Root

[

CAo [(3[ 688 o’]oa@n @csocoa@ Versmn&c @csoc op: (Updates) or%ROOt CA & Web Site

L

%1 http://www.rootca.org.mm orgé e@%@ooo:o’]oaén @8soéﬁepzoaé 96: CPS & @(?)%m

(S

Reference Version § qobgodcontaogd (Designated) (3)so§o3Eegps(Conflicts) [gdedlesaops

L

s’aql(rgep:(r% esr\spw/cg &80 (Supersede) qo’]oa@n ﬁ CPS ooé@ésoéee@oé Cp orgé

L L L JL

@8905@1°0%s’a<30’]m @8@0@[ S’Bgémé@@:gé@[ﬂﬂg@é c302C g(rgo']oagn

sonoroocdie: (Definitions and Acronyms)

93(7%03(9) @Q)'3°CDC G@O@OQO%)"]QD Il
(¢} °5 ¢ S

J. 638090’360@63&8 9 Jl OD’J.ODC)GODSC\)CSQ 90%0’)63080%3% 0’)’30$QJ’33
LJ L 1 1 1 L

o5
(Publication and National Repository Responsibilities)

Joo saejl:ooo:ooogeooémoggo% 90’3035:09305 (National Repository)
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S»

Root CA oaé Online s’aé’”:oao:oaogeoaémo%? 903035:0%03 (National Repository)

ooo:glsleé@og[@: Root CA coorges'aoorggl CA ep:emé: 888 & 0P WIVHH00YHERD
J J J J J L

(R t ) o ,Q C@C (Y R t CA C o (o ° (o C . & (Y C
€pository ep.ooo.aqeg (DODEII 00 (JQ O?CDGO‘,GOD’D OD('DGODSC\)('D(?CDGJ’),?Q O(D(OJ('D

C C C o C C C C C C o
0qC:(ARL) CA  gpio  0005602000:6 0DWVMEVICOMOMEIEE VLY IDDREIWMNED

L0500509E(CRL)ep:a3 9281009200096 000005 ecr%cn&cr%o%més’ae’y@ 5 @ &¢
y §e: P2 220 297§ 3907 P*9 2R2C

Q C C cMh e ’] C C [ ° C c O ° (o C o
3’3(\%9’3 OIECDGOG@’)[(}GO:OD’):GE@@O ODEII O«)C:S’B@COD('DGOD@C\)(‘D(J)CD(‘Q Qe@gdo)’:) QM

-nn

’] C C C C o C C . C o ocC
Olo>0M6D  FYMFMEPEM  W¢eayPead  Repository §¢ LDAP o) gpeys&cy)
L ° 4 e (L] 4 oL

oamé:s’asp%s’amo%qp:o%mé:eo:ooo:o’]oaén OCSP  (Online Certificate Status Protocol)

o0§cz0ne (oo']oo) Relyin Part OPIEVOOE DIV F00c a0 8 S0 dsS:c0d: o
? L S ymng Y Qs ; : SREORPRELS: QRD

e@%@eo:ooo:o’]eén
JoJ ooogeooémoggo%s’aqcﬁsamcﬁqow% Q%f)o?o%eoﬁ& (Publication of Certificate
Information)

C C ° C cC O (Y C o ° . .
Root CA 0pd 2005620500000 @gommss’ao?:@[oﬁ (Relying Parties) g0

C C ° C C C
CDGO:OO’):GOD’)OD(‘DGOD@C\)(‘D(J)CD OQ)(OJ

3s

wcﬁewémcﬁgécﬁme@me&r‘(&mus) §<§Root CA o

mq&qp: (ARL) CA o ocecrgeo:ooo:eoaooaogeoaém chorS ooScoJchmqé:qp: (CRL)@(E 0loda065
oaé o"eoézﬁeo: Eﬂq&%éqﬂ Certiﬁcateepu ooScoJchmqé:eo:o% Download @[C\E(S%éq% s’aé:][:oao:
C
IaY;

oacr%eoaémo%cforg chorSoo orcéorg (National Repository) ooo:éjo’]oaén oﬁés'a@é OCSP é&r‘ogglo']m

R 1 . Part o C ° C C o C ,9C C <, Co . 2 C@ o o ’] (Y
elymg y@J’Do(JQ OD('DGOD@C\)('D(JQCDS’B’:), (D(DGQO‘,éCGEc?EoC\)GoGJ’)o(TE cU|Q 00020 GEII

L S,

Root CA oaé es’aoo%o’]s’aqlcr%s'amogep:o% eéoﬁesg Ca%ésﬁ 0903[§$ (Publish) coo:

L S,

C C

o’]oaén Root CA & Web site http://www.rootca.org.mm erle; s’a:%é}@é (Internet soorgogoacﬂ

Eo

@o%emome&r\qlgﬁ ogeo?org osr‘é@[@éogé}:ogézeq: (System Maintenance) @[C\E(SG:?Q)@(E ($0%)
qos?eé:ooo:éﬁo%gqéﬁ) e@%@ooo:o’]oaén
Root CA ¢ ocecrg[Qér“ooozoaéqp:cfo es’aoo%o’]s’acr%é:@éo’]oaén

ol Root CA & @ﬁ Certification Practice Statement (CPS) |

JrRoot CA & Certificate Policy (CP) 1

oI Root CA cﬁoao%eoaémo%@cﬁ

Gi Root CA a e&po%sfe:ocgcﬁ@gﬁooo:eoao ARL ¢pz |1

a1 CA ep:cﬁ oacr%eoaémo%@cﬁepu

@nCAep:choceoSeo:oaéoao%eoaémo%cfogepsﬁéoao%eoaémo%cfogoof)cg]o%mq&ep: [

oil Relying Party Agreement
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oao%eoaémo%@cﬁqpm% es’aoée@%@o’]s’ao%é: oceorgeo (Publish) Eﬂ(\gao’]oaén

Certificate Type Publication Requirement
ooogeooémoggo%saejl:saoo: Publication Q%g;f)ngS
Root CA Slooode oaémor%cforg Relying Partygp:o @éﬂ%ésﬁ: RootCA

& Repository @&Dé http://www.rootca.org.mm/
Repository orgéc;éu Subscriber  Certificate

ekp:cﬁ Certificate Chain © 98: qgﬁéo’]wén

c _C

CA qp:cﬁ oacr%eoaémo%@cﬁ RootCA & Web Site o0g¢gcs LDAP Directory

ServerorgéQueryQE [§ s’ao.@cc;c qq&co’]oa@n

oao%eoaémo%@cﬁo%éesooéoﬁ (Subscriber) | RootCA & Web Site orgéc;éu CA & Web Site
qp:cﬁ oao%eoaémo%cfogqp: c; & LDAP Directory Serverooc Queryco @8

3’3’30@(:7(; GngL(%Or]Q)éII

Jop 086moseonpien(féséeads (Time or Frequency of Publication)

Root CA & oa(rgeoaém(rgcfcgoung(rgooqéz(ARL) qp:or% CA ooo%:%cﬁ oa(rgeoaém(rgcforg

’] ocC c e (S C C C C ° [ C
=] CDC:ODCD[(}:?GO:GEII S’B(’DOJGj ARL CDCG(O’D@OD’D:GOD’D 0NV IICVM0OD
L L (<] 1 1

=
3n
o
9:0-')
0
)

C C ¢ ’] o C ° C C C C C o coC cmc
OD('DCDG:('TE:?Q?:QOD’DZO('D O?OD('DGOD@C\)('D(JQCD OD('DCDG:('TE:?Q?:@:G:?O(‘D?C O?CD@:?OQ’D:GOD’D ARL

c O c Qc¢ (S C ’]
GJ’D:CDC QOCI O ODC:C\)GGE [2]6plenle]|]
o L o ° L

Js s'aejl:ooo:ooo%eooémoggo% 90%005:0%05@?1 s'anoSs'amoSep:o&%:aJlf)?l (Access Controls

on National Respository)
Root CA oaé s’acg”:oao:oa(rgeoaémogcfcﬁ 903035:0?3(73 s’aql(rgs'am(rg(Data) Q2593

o C o Co (S CR<, CR<, RS, o coc ¢ Q C
[=jovs] (f(('))l(\)@J’DJJQ OOOG@@OOD('D@C,I @J(‘D@Col [@C@C°@JO°@[§[C\EO§LCGﬁ:C\ES’BOGOD’D

C C C c O ¢ C C Qo ’] Q C o C ° C C C C
S'B’DZOCGGTD('D@ ﬂ@c:(qmsﬂwmoooz[éczeao 1 QE‘,GOD’DS'BGJFOD’DS OD('DGODSC\)('D(JQCD (JQCDCDG:

N

908 oéespor%@EJ s’aofp@prgep:oaé Root CA & Relying Party Agreements (0?3) CRL Usage

Agreements(?o']m) GJ’D:('T% ODGO’)’DCII% Qﬁéﬁ?&)’) O(%GGP('TS@ETJGJ@(S:I 3’3&?8@[@68 @[C\E(S%(S (ﬂ&)éll

Q- ooogeooéﬁgz:‘?cfzoéeaozg& (Identification and Authentication)
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9.0 saeéeo:@é: (Naming)
C C o C C C C C c C C C
Root CA WV VOEWICVMEOIRC e@o@ooo:eoaoseegqp:seo: ooesr‘eooeso:@c:
Jd (o] J

(Authentication) @[C\E(S oloo é I

9. 0.0 saeésac%l:saoo:ep: (Type of Names)
Root CA oao%eoaémo%@cﬁcﬁ Issuer §<§ Subject Field ep:ogé X.501 Distinguished
Name(DN) gz o']oéo']oaén Distinguished Name (DN) orgé eseoor%eco%@o'] eooo:seor%é:

Qo _C ocC "] "]
32000320C QJ’D s010CO ODEII
L

Attribute ooq%or%: (Value)

Country (C) “mm”
Organization (O) = “Myanmar Root CA”
Organization Unit (OU) =
State or Province (S) = qé;\o?$
Locality (L) = Gl‘%‘”ﬁ
Common Name (CN) = Myanmar Root CA 2009

Root CA o 056016007 oameoasmor%cf ? Subject Name Field & X. 501 Distinguished
Name (DN) orgé eseoorgeco%@o'] eooo:seor%é: 3'38039?%5 Qs oflglo']oagn

Attribute Value
Country (C) = mm
Organization (O) = Myanmar Root CA

Organization Unit (OU) = Root CA & Certificate Qs oo co: 6163 qé > 2(CA)A s@egn

State or Province (S) =

Locality (L) =

Common Name (CN) = c . _c _coc S c c c__¢
WOICWIVMQOINCEOICNDEN P26 + CD0ICO:DRIIFD

E-mail Address (E) = CA & e-mail SSoo

CA ecgpor%ooo:oﬁo% ¢ Unique Name qq@é@é@: D603 05005E1 Subject Name
205 X-501 (DN) [g6qepSi
C

Q- 0. J s'aeéepz s'aggﬂu%ﬂc:mémgu%mqq%d%saag& (Need for Name to be Meaningful)

L
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C C C o C C C o N\ C (o ° C C ﬁ .
CA GJ’):?Q QOC:Cl oaooeoasmmgsor)(}o:qe:o?:oo)oiquoagoameoasmmcfooep: 4] Subject

c ¢

Field ogéo’]oéeé s’aeéep:o%@o:m@q@qgugoaoaé

.29 Co Co o ’] (N C
S'BGJ’Doil)aGODOaCoC\)Co | S’B@(g OOJOD@

s’aeéqp:(r% s’aofz:@[qeén

0. 0.9 ooogeooémoggo%g:o:q&oﬁzzgoocﬁ s'aeéoéep: (Anonymity or Pseudonymity of CAs)
C

Root CAODé oa(rgeoasmmeooecgp(r%ooo oa(CA)ep:s’ao:gg(o%)s'ags'aoé:cﬁ s’aeéep:or%

c?’)@é@l(%: G()?Cfgil)é S’BQOSGODOS’BGEGJOZ (008} %10%0;) G@[Or]ll

9. 0.6 s'aeéep:o% s'aggﬂugemoogulzeé oé:QJé:QJo: (Rules for Interpreting Various Name

Forms)

Q C Q Co ’] (Y
C\ES’BOODC\E @Sosﬁ.o ODEII

0. 0.9 s'aeéep.oooooee B : (Uniqueness of Names)

i J

cCo

C ° C C [ ocC . o e .
2D OO6WVICVMYOIOI60VOCIC Joas’a@oqupmooozoa(CA)ep:cﬁ Subject Distinguished

[

Name ¢z oa@ Root CA & 8 03:@9: CA» cﬁ Domain s203¢:03 e s’ae@ooooo[% eéﬁq

?. O. G S’BOSS’B?O%E}[B&:IO%?$G@’J&: ODCckﬂ’):GOBé:&ém$006é=S’B?O€)S’2OD’J:QJ’J:@% S’BS$: O’)g}

(Recognition, Authentication and Role of Trademarks)
Root CA oaé CA qp:or% oaorgeoaém(rgcfcgquj’xr%oo'):@&@paés?é]mé :3'3[%’3:09L

qp:cﬁ 218 2} gé:qé%és@égs@éq’gs’agés’aeq (Intellectual Property Right (IPR)) mmJH é}

JL

@OSGODODEC 320 CGJ’D:O%:Q;) GC\;J’D('DOQ’D@ e@[o']n GC\%I’D('T)CD’D:%GJ’D:Q)ECS’B@’DZQDQJOZQ% IPR

Q

o
lep)
L
e@oécg](r%@& 9 eao? Root CA chooeso:[%cgseEﬂqgéor]n s’amcﬁe_jo@o%s’a@ 92oe: 0l colod

cnoleo Root CA oaé BN DOIE DAV @:@5@{ s’ac\ocﬁsé@[syﬁ[@ié ocﬁqlorggéu
L IL J 4 (e (o] °

L °

BE:¢[gEsglodeparé sarpelogreniqs ecdaadali
DCECFRYI RO l 0P O

o J oo§e eeoo o']@oe@oo' ooeao-@o' (Initial Identity Validation)
p. J- o Private Key 3Ea8&sognd:avodefgopdspdicoé: (Method to Prove Possession of

Private Key)

Cryptographic sr‘é:mé:qp: (0?3) Root CA @620y oa@sr‘@ 2c0be 20028 @c oameoa@%éo’]oa@n

4

Root CA- CPS Page 11 September 24, 2010



Or]('D

C

[

690’308(7360

C
C

005G

L

Key Pair

4

:[3é: (Authentication of Organization

[

(o

¢ Root CA o

C

C
Q
L

Q03200

L

(]
D MO OO
(o
gas
[o [o
C? ODCQJTJ:GO@]§ [HIr]~3~0)

2o CA

°
H
(o

(o

GC\JDJ’)('DOO’)
C: 2060

[

R Jr J w00k ebododefod

Private Key é’é :fgée@o
Identity)

C ° C C
DN C\)('D(JQCD

O

8()’]0

C
G’B(DE

N
320
(o4

¢
C

C

N

(DQSGQO:Gﬁ:
OD’):OD@ 3’3%3’3@8

(

CD’)O%:GO:S’BOSJ(‘D

sJor%qp
s’a@cﬁ
P

GOr]S'B
cO

C
GEII

JL

C
[35¢|
C
ODEII
03270060

86(\%]’3(7%03’3
L
Bie56l

)]

cgooo

C
ce GJ’)

0500
:g¢

C
w&mdmo °°esé[§9
$FEHNOPRQRCY|R

C

L

(9}

oD 6302

L

(9}

0D 00630

Hojeuvs) 3’3@’3

C
C

B
(CA) eap

V6O
L1

L
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Version X.509 Version 2 ARLs.
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e o[gore000 8:go:eq:qo§é: pocsDBéep me[odlimepep: (Other Business and Legal
Matters)
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