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 1. ed'gef; (Introduction)  

jrefrmEdkifiHudk acwfrDzGHUjzdK;wdk;wufaom EdkifiHtjzpf wnfaxmif&mwGif tDvufxa&mepfenf;jzifh 

vkyfief;rsm; vHkjcHKpdwfcspGmqufoG,fvkyfudkifEdkif&ef? tDvufxa&mepful;oef;a&mif;0,fa&; (e-Commerce) 

ESifh tDvufxa&mepf tkyfcsKyfa&; (e-Governance) wdkUzGHUjzdK;wdk;wufvmap&ef &nf&G,fcsufrsm;jzifh 

tDvufxa&mepf qufoG,faqmif&Gufa&; Oya' (The Electronic Transactions Law) udk 2004 ckeSpf 

{jyDv 30 &ufaeUwGif jyXmef;cJhygonf/ xdkOya't& tDvufxa&mepff qufoG,f aqmif&Gufa&; 

A[dktzGJUESifh tDvufxa&mepff qufoG,faqmif&Gufa&; MuD;MuyfrI tzGJUwdkUudkvnf; zGJUpnf;wm0ef 

ay;tyfcJhygonf/  

tDvufxa&mepf qufoG,faqmif&Gufa&; Oya'yk'fr (11) t& oufaocHvufrSwf xkwfay; 

ykdifcGifh&Sdolqdkif&mvkyfief; vkyfukdifaqmif&Guf&mwGif tDvufxa&mepf qufoG,faqmif&Gufa&; MuD;MuyfrI 

tzGJUudk enf;ynmqdkif&m taxmuftul jyKEkdifa&;twGuf uRrf;usifaom jrefrmtifzdkwufaumfydka&;&Sif; 

vDrdwuftm; rlvt&if;tjrpfoufaocHvufrSwf xkwfay;ydkifcGifh&Sdol (Root Certification Authority 

(Root CA)) tjzpf atmufygvkyfief;wm0efESifh vkyfykdifcGifhrsm;udk aqmif&Guf&ef A[dktzGJU\ oabm 

wlnDcsufjzifh 2008 ckESpf Mo*kwfv (14)&ufaeUyg pmtrSwf 327-qn^cGJ(2)a&;^1414 jzifh 

wm0efay;tyfcJh ygonf/ Root CA \ vkyfief;wm0efrsm;rSm atmufyg twdkif;jzpfygonf/  

 
(u) tDvufxa&mepf qufoG,faqmif&Gufa&; MuD;MuyfrItzGJUtm; enf;ynmykdif;qdkif&m 

udpörsm;wGif wm0ef,l aqmif&Gufay;jcif;/ 
(c) oufaocHvufrSwf xkwfay;ydkifcGifh&Sdol oHk;pGJ&rnfh enf;ynmpHcsdefpHnTef;rsm;ukdvnf; 

aumif;? xdkolxdef;odrf;&rnfhpm&if;wGif rSwfwrf;wifxm;&rnfh tao;pdwf tcsuf 
tvufrsm;udkvnf;aumif; tDvufxa&mepf qufoG,faqmif&Gufa&; MuD;MuyfrI tzGJUrS 
owfrSwfEdkif&efjyKpkwifjyay;jcif;/ 

(*) oufaocHvufrSwf xkwfay;ydkifcGifh&Sdoltjzpf aqmif&Gufvdkoluvkyfief; vkyfudkifcGifh 
vdkifpifavQmufxm;jcif;ESifh pyfvsOf;í enf;ynmt& vdktyfovdkpdppfjyD; tDvuf 
xa&mepf qufoG,faqmif&Gufa&; MuD;MuyfrItzGJUodkU oabmxm; rSwfcsuf wifjyjcif;/ 

(C) oufaocHvufrSwf xkwfay;ydkifcGifh&Sdol oHk;pGJonfh enf;ynmonf owfrSwfxm;onfh 
pHcsdefpHnTef;rsm;ESifh udkufnDrI &Sdr&Sd tDvufxa&mepfqufoG,faqmif&Gufa&; MuD;MuyfrIt 
zGJY\ cGihfjyKcsufjzifh ppfaq;jcif;/  

(i) oufaocHvufrSwf xkwfay;ydkifcGifh&Sdoltm; ta&;,l&ef vdktyfaMumif; enf;ynmt 
aMumif;jycsuft& pdppfawGY&Sdygu tDvufxa&mepf qufoG,faqmif&Gufa&; MuD;Muyf 
rItzGJYodkY oabmxm;rSwfcsufjzifh aqmvsifpGmwifjyjcif;/ 

(p) tDvufxa&mepf qufoG,faqmif&Gufa&; A[dktzGJYESifh tDvufxa&mepfqufoG,faqmif 
&Gufa&; MuD;MuyfrItzGJUwdkYu tcgtm;avsmfpGm ay;tyfonfh vkyfief;wm0efrsm;ukd 
aqmif&Gufjcif;/  
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þpmwrf;onf jrefrmEdkifiHawmf Root CA \ oufaocHvufrSwfxkwfay;jcif; qdkif&mrl0g'rsm; 

(Certificate Policies(CP)) jzpfygonf/ þpmwrf;wGif Root CA rS CA rsm;odkY oufaocH 

vufrSwfrsm;xkwfay;jcif;? pDrHcefYcGJjcif;? y,fzsufjcif;? oufwrf;wdk;jcif;rsm; ponfwdkYjyKvkyf&mwGif  Root 

CA�\ oufaocHvufrSwf xkwfay;jcif;qdkif&mrl0g'rsm; udk azmfjyxm;ygonf/ 

 þ CP onf Internet Engineering Task Force (IETF) RFC 3647�\ Certificate Policies(CP)�

ESifh Certificate Practice Statement (CPS)�a&;qGJ&rnfh vrf;nTefcsufrsm;twdkif; a&;qGJxm;jcif;jzpfygonf/ 

þ CP wGif oHk;pGJxm;aom pum;vHk;rsm;\ t"dyÜg,fowfrSwfcsufonf tDvufxa&mepf 

qufoG,faqmif&Gufa&; Oya'( The Electronic Transactions Law )? 4if;ESifhoufqdkifaom 

enf;Oya'rsm;? trdefYaMujimpmrsm;twdkif; jzpfygonf/   

�

1.1 tcsuftvuftusOf;csKyf (Overview) 

� Root CA� onf jrefrmEdkifiHtpdk;&rS cefYxm;onfh tzGJUtpnf; jzpfNyD; Certificate� Life� Cycle�

0efaqmifrIrsm; (topfxkwfay;jcif;? pDrHcefYcGJjcif;? y,fzsufjcif;? oufwrf;wdk;jcif;) tm;vHk;udk aqmif&Guf 

ay;ygonf/ Root� CA�onf vdkifpif& oufaocHvufrSwfxkwfay;ydkifcGifh&Sdol (Licenced Certification 

Authority)�rsm;twGuf oufaocHvufrSwf (Certificate)�rsm;udk xkwfay;ygonf/ 

 Root CA \oufaocHvufrSwfonf jrefrmEdkifiHwGif tjrifhqHk; oufaocHvufrSwfjzpfjyD;? 

jrefrmEdkifiH&Sd CA rsm; \ public key rsm;udk vufrSwfa&;xdk;ay;ygonf/ Root CA \ oufaocH 

vufrSwfonf rddrdbmom vufrSwfa&;xdk;aom oufaocHvufrSwf ( Self-signed Certificate) jzpf 

ygonf/ þ CP udk www.rootca.org.mm wGif Download jyKvkyfEdkifygonf/ 

 

1.2 CP trnfESifh trSwftom; (Document Name and Identification) 

þpmwrf;onf Root CA�\ CP�jzpfygonf/ þ CP�\ Object Identification�Value(OID)udk 

Root CA\ tMuHjyKwifjycsuft&�MuD;MuyfrItzGJU rSatmufygtwdkif; owfrSwfygonf/ 

(2.16.104.1.1.3)  

 

1.3 PKI wGif yg0ifolrsm; (PKI Participants) 

1.3.1  A[dktzGJY  

 þ CP� wGifazmfjyxm;aom A[dktzGJYonf tDvufxa&mepfqufoG,faqmif&Gufa&; Oya't& 

zGJYpnf;xm;aom tDvufxa&mepf qufoG,faqmif&Gufa&; A[dktzGJY jzpfygonf/ 
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1.3.2  MuD;MuyfrSKtzGJY 

þ CP� wGifazmfjyxm;aom MuD;MuyfrSKtzGJYonf tDvufxa&mepf qufoG,f aqmif&Gufa&; 

Oya't& zGJYpnf;xm;aom tDvufxa&mepf qufoG,faqmif&Gufa&; MuD;MuyfrSKtzGJYjzpf ygonf/ 

 

1.3.3 rlvt&if;tjrpfoufaocHvufrSwfxkwfay;ydkifcGihf&dSol (Root Certification Authority)  

rlvt&if;tjrpfoufaocHvufrSwfxkwfay;ydkifcGihf&dSol (Root Certification Authority(Root 

CA)) onf tDvufxa&mepf qufoG,faqmif&Gufa&;MuD;MuyfrItzGJUudk enf;ynmqdkif&m 

taxmuftulay;&ef? oufaocHvufrSwfxkwfay;ydkifcGihf&dSol(CA)rsm;odkY oufaocHvufrSwfrsm; 

xkwfay;jcif;? oufwrf;wdk;jcif;? y,fzsufjcif;? pDrHcefYcJGjcif;rsm; jyKvkyfEdkif&eftwGuf 

tDvufxa&mepfqufoG,f aqmif&Gufa&; Oya't& MuD;MuyfrItzGJGYu trdefUpmjzifh wm0efay; 

cefYtyfxm;aom tzGJYtpnf; jzpfygonf/ 

 

1.3.4 oufaocHvufrSwfxkwfay;ydkifcGifh&Sdol (Certification Authorities(CA) ) 

CA rsm;onf Root CA�rSxkwfay;aom oufaocHvufrSwfrsm;udk iSm;&rf;oHk;pGJolrsm; jzpfygonf/ 

CA rsm;onf wpfOD;csif; aomfvnf;aumif;?  tzGJUtpnf;aomfvnf;aumif; jzpfEdkifygonf/ tDvuf 

xa&mepf qufoG,faqmif&Gufa&;A[kdtzGJY\cGifhjyKcsufjzifh MuD;MuyfrItzGJUrS xkwfay;xm;aom vdkfifpif 

&&Sdxm;aom CA rsm;om jrefrmEdkifiHtwGif;wGif CA tjzpfvkyfaqmifEdkifygonf/  

 

CA rsm;onf atmufygtajctaersm;wGif MuD;MuyfrItzJGYodkY qufoG,ftaMumif;Mum; &rnf/ 

• ,if;wdkY\ CPS ESifh CP wGif jyKjyifajymif;vJrIrsm;jyKvkyfjcif;? 

• yHkrSefpm&if;ppf tpD&ifcHpmrsm; wifoGif;Ncif;? 

• ,if;wdkY\ Private Key rsm;azmufcH&jcif; (Compromise) ?   

• Technical Audit tpD&ifcHpmrsm;ay;ydkYjcif;? 

 

CA rsm;onf atmufygtajctaersm;wGif Root CA odkY qufoG,ftaMumif;Mum;&rnf/ 

• oufaocHvufrSwfiSm;&rf;oHk;pGJolrsm;tm; oufaocHvufrSwfxkwfay;jcif;? 

• oufaocHvufrSwfy,fzsufpm&if; (CRL ) rsm;xkwfjyefjcif;? 

• taMumif;Mum;pmay;zdkYoifhaomudpö&yfrsm;? 
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1.3.5 oufaocHvufrSwf iSm;&rf;oHk;pGJolrsm;  (Subscriber) 

CA rsm;uxkwfay;aom oufaocHvufrSwfudk Xm;&rf;oHk;pGJoltm; oufaocHvufrSwf 

Xm;&rf;oHk;pGJol (Subscriber)�rsm;[k ac:qdkygonf/ 

oufaocHvufrSwf iSm;&rf;oHk;pGJol (Subscriber)rsm;onf wpfOD;csif;aomfvnf;aumif;?  

tzGJUtpnf;aomfvnf;aumif; jzpfEdkifygonf/ 

 

1.3.6  oufaocHvufrSwfudk ,HkMunfpdwfcspGm vufcHtoHk;jyKolrsm;  (Relying Parties) 

Root CA� rS xkwfay;aom oufaocHvufrSwfrsm;ESifh xdkoufaocHvufrSwfudk toHk;jyKjyD;  

a&;xdk;xm;aom 'pf*spfw,fvufrSwfrsm;udk ,HkMunfpdwfcspGm vufcHoHk;pJGaom olrsm;onf  Relying 

Party �rsm; jzpfygonf/ xdkolrsm;rSm - 

1/ CA �rsm;? 

2/ CA �rsm;\ oufaocHvufrSwfiSm;&rf;oHk;pJGolrsm;? 

3/ Root CA ESihf Cross-Certification �jyKvkyfxm;onhf Foreign CA rsm;? 

4/ Root CA ESihf cross- certification jyKvkyfxm;onhf Foreign CA  rsm;\ oufaocH 

vufrSwf iSm;&rf;oHk;pJGolrsm;? 

5/ Root CA ESifh CA rsm;rS xkwfay;aomoufaocHvufrSwfrsm;ESifh ARL/ CRL rsm;udk 

vufcHtoHk;jyKolrsm;? 

oufaocHvufrSwfiSm;&rf;oHk;pGJolrsm;(Subscriber) ESifh oufaocHvufrSwfudk ,HkMunfvufcH 

toHk;jyKol (Relying Parties) rsm;onf rdrdwdkUoHk;pGJaom oufaocHvufrSwfonf CA� rSxkwfay;aom 

oufaocH vufrSwfrsm; jzpfaMumif; aocsmap&rnf/ 

 

1.3.7 rSwfyHkwifcGifh vkyfay;ydkifcGihf&dSol (Registration Authority (RA)) 

rSwfyHkwifcGifhvkyfay;ydkifcGihf&dSol (RA) qdkonfrSm oufaocHvufrSwfavQmufxm; 

ol\ taMumif;t&mrsm;ESihf ywfoufí vufcHaqmif&Guf rSwfwrf;wifjcif; (Registration)? 

avQmufxm;ol trSeftuef [kwfr[kwfppfaq;jcif; (Identification) ESihf oufaocHrIppfaq;jcif; 

(Authentication) wdkYtwGuf wm0ef,l aqmif&Gufay;aom vlyk*¾dKvf (odkYr[kwf) tzGJUtpnf;wpfck 

jzpfygonf/ (qdkvdkonfrSm RA onf CA udk,fpm;rSefuefrI&dS? r&dS ppfaq;jcif; (Identification) ESihf 

oufaocHrIppfaq;jcif; (Authentication) wm0efrsm;udk aqmif&Gufay;ygonf/) 
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1.3.8  trsKd;om; oufaocHvufrSwf rSwfwrf;wdkuf (National Repository of Digital                                      

Certificates) 

trsKd;om;oufaocHvufrSwfrSwfwrf;wdkuf(National Repository) qdkonfrSm Root CA ESifh 

CA rsm;rS xkwfay;xm;aom oufaocHvufrSwftm;vHk;udk trsm;jynfol Munfh½SkEdkif&ef odrf;qnf; 

rSwfwrf;wifxm;onfh oufaocH vufrSwf rSwfwrf;wdkufjzpfygonf/ 

 

1.3.9  CP oifhawmftoHk;0ifrSK (Applicability) 

 þ CP onf Root CA rSxkwfay;onfh oufaocHvufrSwftm;vHk;ESifh oufqdkifygonf/ þ CP 

&Sd vkyfxHk;vkyfenf;rsm;? vdkufemusifhoHk;rnhfenf;vrf;rsm; (Practices) tm;vHk;onf jrefrmEdkifiHtwGif;wGif 

Root CA rS CA rsm;okdh  xkwfay;xm;onfh oufaocHvufrSwf? oufaocH vufrSwf y,fzsufpm&if;rsm; 

(Authority Revocation List (ARLs))? iSm;&rf;oHk;pGJolrsm;\oufaocHvufrSwfrsm;? oufaocH vufrSwf 

y,fzsufpm&if;rsm; (CRLs) rsm;udk toHk;jyKjcif;rsm; tm;vHk;ESifh oufqdkiftusHK;0ifygonf/ 

 

1.4 oufaocHvufrSwf toHk;jyKrI (Certificate Usage) 

1.4.1 oufaocHvufrSwfudk oifhawmfaomtoHk;csrSK (Appropriate Certificate Usage) 

Root CA rS  CA rsm;twGuf xkwfay;aom oufaocHvufrSwfrsm;udk atmufygtwdkif; 

toHk;jyK&rnf/  

• oufaocHvufrSwf Xm;&rf;oHk;pGJol (Subscriber)rsm;tm; oufaocHvufrSwf xkwfay; 

&efESifh 

• oufaocHvufrSwfy,fzsufpm&if; (Certificate Revocation Lists) rsm;tm; 

vufrSwfa&;xkd;&ef /  

CA rsm;rS oufaocHvufrSwfXm;&rf;oHk;pGJol (Subscriber) rsm;tm; xkwfay;aom  

oufaocHvufrSwfudk vufrSwfa&;xdk;&ef (Sign) ? email udk vQdKU0Sufuk'fajymif;í (Encrypt) 

ay;ydkYEdkif&ef? rlvpmtwdkif; ajymif;vJzwf&IEdkif&ef (Decrypt) ESifh Application rsm;ukd Authenticate 

(Client/ Sever Authentication) jyKvkyf&ef? Code Signing jyKvkyf&ef wdkYtwGuf toHk;jyKEkdifygonf/ 

Relying party rS ,HkMunfpdwfcsí ,if;&nf&G,fcsufrsm;tjyif tjcm;aom &nf&G,fcsufrsm;twGuf 

toHk;jyKvdkygu tDvufxa&mepfqufoG,faqmif&Gufa&;Oya'? enf;Oya'rsm;? þ CP? CPS wdkYESifh 

udkuffnDrSK&SdjyD;? oufaocHvufrSwfiSm;&rf;oHk;pGJolESifhvnf; oabmwlnDcsuf&SdcJhvQif oufaocHvufrSwfudk 

toHk;jyKEdkifygonf/ oufaocHvufrSwf trsdK;tpm;tm;jzifh atmufygtwdkif; oHk;rsdK;&Sdygonf/ 
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Certificate 
Class 

Assurance Level Usage 

Low Medium High Signing encryption 
Client 

Authentication 

Class-1 
Certificate 

Â�

   
Â�

 
Â�

 
Â�

 

Class-2 
Certificate 

 
Â�

  
Â�

 
Â�

 
Â�

 

Class-3 
Certificate 

  
Â�

 
Â�

 
Â�

 
Â�

 

 
    Table (1)- Certificate Usage. 

 

Class 1 Certificate  

Class 1 trsdK;tpm; oufaocHvufrSwfonf vludk,fwdkifvma&muf avsSmufxm;&efrvdkbJ email jzifh 

online avsSmufxm;olrsm;udk xkwfay;aom oufaocHvufrSwftrsdK;tpm; jzpfygonf/ 

 

Class 2 Certificate  

Class 2 trsdK;tpm; oufaocHvufrSwfudk avSsmufxm;olrS vdktyfaom taxmuftxm; 

pm&Gufpmwrf;rsm;ESifhwuG avsSmufxm;&rnfjzpfygonf/ vdktyfaom taxmuftxm;rsm;wGif 

tenf;qHk;taejzifh atmufygwdkYyg0if&rnf/  

 (1) rSwfyHkwifrl&if;ESifh rdwÅL? 

 (2) oef;acgifpm&if; rl&if;ESifh rdwÅL? 

 (3) &Jpcef;axmufcHpm ESifh 

 (4) tzGJYtpnf;rsm;jzpfygu ukrÜPDrSwfyHkwifrl&if;ESifh rdwÅLwdkYjzpfygonf/ 

 

Class 3 Certificate  

Class 3 trsdK;tpm; oufaocHvufrSwfudk txufazmfjyyg vdktyfaom taxmuftxm; 

pm&Gufpmwrf;rsm;ESifh avSsmufxm;oludk,fwdkifrS vma&mufavsSmufxm;jcif;? xkwf,ljcif; jyKvkyf&rnf 

jzpfygonf/ 

Root CA rS CA rsm;twGuf Class 3 oufaocHvufrSwf wpfrsdK;wnf;udkomxkwfay;rnfjzpfygonf/ 
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1.4.2  wm;jrpfxm;onfh oufaocHvufrSwftoHk;jyKrIrsm;  (Prohibited Certificate Uses ) 

tDvufxa&mepfqufoG,faqmif&Gufa&;Oya'? ,if;ESifhoufqdkifonfh enf;Oya'rsm; ESifh trdefY 

aMujimpm rsm;wGif cGihfjyKxm;onfh twdkif;om oufaocHvufrSwfrsm;udk toHk;jyK&rnf/ vludk xdcdkuf 

'gPf&m&apEdkifaom? aoqHk;apEdkifaom (odkY) obm0ywf0ef;usifudk xdcdkufysufpD;aponfh 

pepfrsm;? ,if;pepfrsm;\ xdef;csKyfrIud&d,mrsm;wGif oufaocHvufrSwfudk xdef;csKyf&ef &nf&G,fcsufjzifh 

toHk;rjyK&yg/ CA oufaocHvufrSwfudk oufaocHvufrSwfiSm;&rf;ok;HpGJolrsm; (Subscriber)okdY 

oufaocHvufrSwfxkwfay;jcif; CRL Sign  xkd;Ncif; vkyfief;rsm;rSvGJí tjcm;aomaqmif&GufrIrsm; 

twGuf toHk;rjyK&yg/  

 

1.5  ay:vpDqdkif&m pDrHtkyfcsKyfa&;&mrsm; (Policy Administration) 

 

1.5.1  CP/CPS tm;pDrHtkyfcsKyfa&;qdkif&m tzGJYtpnf; (Organization Administering the 

Document) 
Address - Myanmar Info-Tech Corporation Ltd. 

Universities’ Hlaing Campus, 

Hlaing Township, Yangon, Myanmar 

Attension-  Project Department 

Phone -  652272, 652273, 652274 

Fax -  652275 

e-Mail -  rootcamm@rootca.org.mm,  

 

 

1.5.2 qufoG,f&rnfhol (Contact Person) 

The Chief Technical Officer  

Myanmar Info-Tech Corporation Ltd. 

Universities’ Hlaing Campus, 

Hlaing Township, Yangon, Myanmar 

Attension -  Project Department 

Phone   -  652272, 652273, 652274 

Fax   -  652275 

e-Mail -  rootcamm@rootca.org.mm,  
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1.5.3  CP/CPS \oifhavsmfrIudkqHk;jzwfay;rnfhol (Person Determining CP/CPS Suitability 

for the Policy) 

 MuD;MuyfrItzGJU onf  CP/CPS \ oifhavsmfrIESifh toHk;0ifrIudk qHk;jzwf ay;ygonf/ 

 

1.5.4  CP/CPS  udktwnfjyKay;onfhvkyfxHk;vkyfenf;rsm; (CP/CPS Approval Procedure) 

 þ CP ESifh CPS udk A[dktzGJY\ oabmwlnDcsufjzifh MuD;MuyfrSKtzGYJrS twnfjyKjyD;jzpfygonf/ 

CP udk jyifqifcsufrsm; (amendments) &SdvQif MuD;MuyfrSKtzGJYtm; wifjytwnfjyKcsuf&,ljyD; Root CA 

rS jyKvkyfEdkifygonf/ jyifqifonhf VersionESihf jyifqifrIrsm; (Updates) udkRoot CA \ Web Site &dS 

http://www.rootca.org.mm wGif azmfjyxm;ygonf/ jyifqifrIrsm;onf 4if; CP \ e*dkrlv Reference 

version &dS &nf&G,fxm;onhf (designated) (odkY) qefYusifrIrsm; (conflicts) jzpfay:aeonfhtcsufrsm;udk 

ae&m,l̂ vTrf;rdk;rI (supersede) &dSygonf/ CPS wGif jyifqifrIaMumihf CP wGif jyifqif&efvdktyfygu 

MuD;MuyfrSK tzGJYxHwifjyjyD;cGifhjyKcsufjzifh aqmif&Gufygonf/ 

 

1.6 t"dyÜg,fowfrSwfcsufESifhtwdkaumufpmvHk;rsm; (Definitions and Acronyms) 

aemufqufwGJ(u) ESifh aemufqufwGJ(c) Z,m;wGif azmfjyxm;ygonf/ 

 

2. yHkESdyfxkwfa0jcif;ESifh trsdK;om; oufaocHvufrSwf rSwfwrf;wdkuf\ wm0efrsm; (Publication 

and  National Repository Responsibilities) 

 

2.1 trsdK;om;oufaocHvufrSwf rSwfwrf;wdkuf (National Repository) 

Root CA� onf Online� trsdK;om;oufaocHvufrSwf rSwfwrf;wdkuf (National Repository) 

xm;&Sd&rnfjzpfjyD; Root CA�vufatmuf&Sd CA rsm;rSvnf; rdrdwdkY \ oufaocHvufrSwfrSwfwrf;wdkuf 

(Repository)� rsm;xm;&Sd&rnfjzpfonf/ Root CA� rS xkwfay;aom oufaocHvufrSwfrsm;ESifh 

oufaocHvufrSwfy,fzsufpm&if;(ARL)rsm;? ,if;vufatmuf&Sd CA� rsm;rS xkwfay;aom 

oufaocHvufrSwfrsm;ESifh zsufodrf;xm;aom vufrSwfrsm;(CRL) rsm;udk trsdK;om;oufaocHvufrSwf 

rSwfwrf;wdkufwGif trsm;jynfol Munfh&IEdkif&eftvdkYiSm xkwfa0azmfjy ay;xm;rnfjzpfygonf/ ,if;tjyif 

oufaocH vufrSwfudk ,HkMunfpGmvufcH toHk;jyKolrsm; (Relying� Party)� rsm;rS oufaocHvufrSwf 

\ tajctae (Certificate Status) ESifhygwfoufaom tcsuftvufrsm;udk oifhavsmfaom Repository 

ESifY LDAP�wdkYrS &SmazGEdkif&ef owif;tcsuftvufrsm;udkvnf; ay;xm;&rnf/ OCSP�(Online Certificate 
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Status Protocol)� &Sdygu oifhavsmfaom? rSefuefaom OCSP� Responder� udk&SmazGEdkif&efvnf; 

xdktcsuftvuf rsm;udk  azmfjyay;xm;ygrnf/ 

 

2.2 oufaocHvufrSwftcsuftvufrsm;udk yHkESdyfxkwfa0jcif; (Publication of Certificate 

Information) 

Root CA onf oufaocHvufrSwfudk,HkMunfpGmvufcHtoHk;jyKol (Relying Parties) rsm;rS 

oufaocHvufrSwf\tajctae(Status) ESifh Root CA rS xkwfay;xm;aomoufaocHvufrSwf 

y,fzsufpm&if;rsm; (ARL)?  CA rS xkwfay;xm;aomoufaocHvufrSwf y,fzsufpm&if;rsm; (CRL)ESifh 

ygwfoufonfh pHkprf;rIrsm; jyKvkyfEdkif&ef? Certificatersm;? y,fzsufpm&if;rsm;udk Download jyKvkyfEdkif&ef 

trsdK;om;oufaocHvufrSwf rSwfwrf;wdkuf (National Repository) xm;&Sdygonf/ xdkYtjyif OCSP 

pHepf&Sdygu Relying Partyrsm;rS oufaocHvufrSwftm; ppfaq;Edkifrnfhenf;vrf;rsm;udk azmfjy ay;xm; 

ygrnf/ 

Root CA onf atmufygtcsuftvufrsm;udk rnfolrqdkMunfh&SkEdkfif&ef xkwfjyef (Publish) xm; 

ygonf/ Root CA \ Web site http://www.rootca.org.mm wGif tcsdefjynfh (Internet qufoG,frSK 

jywfawmufaecsdef odkYr[kwf pepfjyKjyifxdef;odrf;a&; (System Maintenance) jyKvkyfaeojzifh ,m,D 

&yfqdkif;xm;csdefwdkYrSvGJí)  azmfjyxm;ygonf/ 

Root CA rS xkwfjyefxm;onfrsm;rSm atmufygtwdkif;jzpfygonf/  

1/ Root CA \ Certification Practice Statement (CPS) ? 

2/ Root CA \ Certificate Policy (CP) ? 

3/ Root CA \oufaocHvufrSwf? 

4/ Root CA \ aemufqHk;xkwfjyefxm;aom ARL rsm; ? 

5/  CA rsm;\oufaocHvufrSwfrsm;? 

6/ CArsm;rSxkwfay;onfhoufaocHvufrSwfrsm;ESifh oufaocHvufrSwf y,fzsuf 

pm&if;rsm; ? 

7/ Relying Party Agreements  

 

2.3 yHkESdyfxkwfa0rnfhtMudrfESifhtcsdef (Time or Frequency of Publication) 

Root CA \  oufaocHvufrSwfy,fzsufpm&if;(ARL)� rsm;udk CA� wpfckrS 

oufaocHvufrSwfzsufodrf;onfhtcgwdkif; xkwfjyefay;rnf/ tu,fí ARL� wGifazmfjyxm;aom 
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oufaocHvufrSwfrSm oufwrf;ukefqHk;oGm;ygu xdkoufaocHvufrSwf oufwrf;ukefqHk;NyD;aemufydkif; 

xkwfjyefxm;aom ARL�rsm;wGif ,if;udk xnfhoGif;vdrfhrnf r[kwfyg/ 

 

2.4 trsdK;om;oufaocHvufrSwf rSwfwrf;wdkuf&Sd tcsuftvufrsm;xdef;csKyfrSK  (Access Controls 

on National Respository) 

�Root� CA onf trsdK;om;oufaocHvufrSwf rSwfwrf;wdkuf&Sd tcsuftvuf(Data)� rsm;tm; 

vkyfydkifcGifhr&Sdaom yk*¾dKvfrsm;rS xyfrHjznfhpGufjcif;? zsufjcif;? jyKjyifjcif;rsm;rjyKvkyfEdkif&ef vdktyfaom 

umuG,fxdef;csKyfrI tpDtrH (Control)� rsm; jyKvkyfxm;ygonf/ trsdK;om;oufaocHvufrSwf 

rSwfwrf;wdkuftm; 0ifa&mufMunfh&Ijcif;udk uefYowfxm;jcif;r&Sdyg/ odkUaomf trsdK;om;oufaocHvufrSwf 

rSwfwrf;wdkuftm; 0ifa&mufMunfh&ItoHk;jyKolrsm;onf Root� CA \ Relying Party Agreements (odkU) 

CRL Usage Agreements rsm;(&Sdygu) udk oabmwlnDrI&SdrSom 0ifa&mufMunfh&Ijcif;? toHk;jyKjcif; 

jyKvkyfEdkifygonf/ 

 

3.  oufaocHjcif;ESifhppfaq;jcif; (Identification and Authentication) 

 

3.1  trnfay;jcif; (Naming) 

 Root� CA onf oufaocHvufrSwf wGif azmfjyxm;aom trnf rsm;tm; ppfrSefrIppfaq;jcif; 

(Authentication) jyKvkyfygonf/ 

 

3.1.1  trnftrsdK;tpm;rsm; (Type of Names) 

Root CA rS xkwfay;aom oufaocHvufrSwf&Sd Subject Name Field�\ X. 501 Distinguished 

Name (DN) yg&Sdygonf/ 

 CA tzGJUtpnf;oufaocHvufrSwfrsm;\ Subject Distinguished Name wGif Domain 

Name ? tzGJUtpnf;\ e-mail vdyfpm? tzGJUtpnf;\w&m;0iftrnf (odkY) tzGJUtpnf;\ Private Key udk 

toHk;jyKrnfh Authorized Representative \trnf yg&Sdygonf/ 

 oufaocHvufrSwfrsm;\ Organization (O=) trnfwGif tzGJUtpnf;\ w&m;0iftrnf 

jzpf&ygrnf/ 

 wpfOD;wpfa,mufcsif;twGuf xkwfay;aom oufaocHvufrSwf\ Common Name 

wGif &Sdaomtrnfonf xdkol\ trsm;rS vufcHaom Personnel Name jzpf&rnf/  
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3.1.2  trnfrsm; t"dyÜg,f&Sif;vif;vG,ful&efvdktyfjcif; (Need for Name to be Meaningful) 

CA�rsm;ESifh ,if;\ oufaocHvufrSwfiSm;&rf;oHk;pGJolrsm;onfoufaocHvufrSwfrsm; \ Subject�

Field� wGifyg0ifrnfhtrnfrsm;udk CA \wnf&SdrIudk qHk;jzwfcsufay;Edkfifaom? em;vnf&ef vG,fulonfh? 

trsm;od&Sdaom &Sif;vif; ? t"dyÜg,f&Sdonfh trnfrsm;udk toHk;jyK&rnf/ 

 

3.1.3 oufaocHvufrSwfiSm;&rf;oHk;pGJol\ trnfuGJrsm; (Anonymity or Pseudonymity of 

              CAs) 

Root CA� onf oufaocHvufrSwfavQmufxm;ol(CA)rsm;tm; rdrd (odkY) tzGJYtpnf; 

\ trnfrsm;udk emrnf&if; r[kwfonfh tjcm;aomtrnfrsm; xm;&SdoHk;pGJcGif hrjyKyg/ 

 

3.1.4 trnfrsm;udk t"dyÜg,faumuf,lrnfh pnf;rsOf;rsm; (Rules for Interpreting Various 

              Name Forms) 
 vdktyfovdk jyXmef;ygonf/  

 

3.1.5 trnfrsm;xyfwlrIr&Sdjcif; (Uniqueness of Names) 

 oufaocHvufrSwfxkwfay;ydkifcGifh&SdoltjzpfavQmufxm;ol(CA)rsm;\ Subject Distinguished 

Name�rsm;onf Root CA ESifh oD;jcm; CA wpfck\ Domain twGif;wGif trnf xyfwljcif;r&Sd&/ 

 

3.1.6  todtrSwfjyKjcif;? ppfrSefaMumif;xif&Sm;apjcif;ESifh ukefypönf;trSwftom;rsm;\  

  tcef;u@    

(Recognition, Authentication and Role of Trademarks) 

Root� CA� onf  oufaocHvufrSwfxkwfay;ydkifcGifh&SdoltjzpfavQmufxm;olrsm;udk 

oufaocHvufrSwf avQmufxm;jcif;jyKonfhtcgwGif tjcm;olrsm;\ ÓPpGrf;&nfydkifqdkifrSkqdkif&m 

tcGifhta&; (Intellectual�Property�Right��������ukdusL;vGefrIjzpfaponfh trnfrsm;oHk;pGJ avQmufxm;jcif; 

cGifhrjyKyg/ avQmufxm;olrsm;onf tjcm;ol rsm;\ IPR� udk azmufzsufjcif;&Sdr&Sdukd Root� CA rS 

ppfaq;jcif;rjyKvkyfyg/ tu,fí xdkodkY tjiif;yGm;rIrsm; ay:aygufvmygu Root CA onf 

xdkol\ oufaocHvufrSwfudk MuD;MuyfrSK tzGYJ\ cGifhjyKcsufjzifh y,fzsufjcif;? qdkif;ihHjcif;jyKvkyf&mwGif 

avsmfaMu;ay;&ef rvdktyfyg/�

�
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3.2 ueOD; rnfolrnf0gjzpfaMumif; ppfaq;jcif; (Initial Identity Validation) 

 

3.2.1  Private Key ydkifqdkifaMumif;oufaojyrnfhenf;vrf; (Method to prove possession of 

Private Key) 
CA onf oufaocHvufrSwfxkwf&mwGiftoHk;jyKrnfh Private Key onf 4if;ydkifqdkifrSK 

rSefuefaMumif; oufaojyEdkif&rnf/ xdkodkYoufaojy&mwGif PKCS#10 File (odkY) tjcm;aom 

Cyrptographic enf;vrf;rsm; (odkY) Root CA rSoabmwlxm;onfhenf;vrf;rsm;jzifh oufaojyEdkifygonf/  

oufaocH vufrSwfavQmufxm;ol CA udk,fpm; Root CA rS Key Pair xkwfjcif;aqmif&Gufay;ygu 

Private Key ydkifqdkifaMumif; oufaojy&ef rvdktyffyg/ 

 

3.2.2  tzGJUtpnf; ppfrSefrI&SdaMumif; xif&Sm;ap&ef ppfaq;jcif; (Authentication of Organization 

Identity) 
oufaocHvufrSwfwGif tzJGYtpnf;trnfrsm;yg0ifonfhtcgwdkif;wGif xdktzJGYtpnf; trSefwu,f 

wnf&dSrIESifh oufaocHvufrSwfavQmufxm;olrSay;aom tjcm;avQmufxm;rIygtcsufrsm; (ppfaq;&ef 

rvdktyfonfh tcsufrsm;rS vJGí) rSefuefrI&dSaMumif;udk ppfaq;jyD;rS MuD;MuyfrSK tzGJY\ wm0efay;tyfcsuf 

twdkif; Root CA rS oufaocHvufrSwfxkwfay;jcif;udk aqmif&Gufygonf/ 

oufaocHvufrSwfxkwfay;ydkifcGifh&Sdol(CA) avQmufxm;oltm; ppfaq;&mwGif tedrfhqHk;tqifh 

tm;jzifh-  

• tzJGYtpnf;trSefwu,fwnf&dSaMumif;udk tpdk;&tzGJYtpnf;rS xkwfay;xm;onfh tzJGYtpnf; 

qdkif&m pm&Gufpmwrf;rsm; (odkY) tzJGYtpnf;wnf&dSrIudk tmrcHEdkifonfh tmPmydkiftzJGYtpnf; 

wpfckck\ pm&Gufpmwrf;? axmufcHcsufrsm;udk ppfaq;jcif;rsm;jyKvkyfygrnf/ 

• oufaocHvufrSwfavQmufxm;oltm; ,if;tzGJYtpnf;rS cGifhjyKcsufjzifh avQmufxm;jcif; 

jzpfaMumif;? tzGJYtpnf;rS od&SdaMumif;udk  w,fvDzkef; (odkY) pm (odkY) tjcm;aomenf;vrf;rsm;udk 

oHk;í ppfaq;twnfjyKygonf/ oufaocHvufrSwfwGif yk*¾dKvf wpfOD;OD;\ trnfonf 

tzJGYtpnf;\ udk,fpm;vS,f taejzifh yg0ifonfhtcg xdkolonf ,if;tzJGYtpnf;\f 0efxrf; 

[kwf̂ r[kwf ? tzGYJtpnf;udk,fpm; vkyfydkifcGifh &Sd̂ r&dSudk MuD;MuyfrSK tzGYJrS ppfaq;ygrnf/ 

oufaocHvufrSwfwGif Domain name  (odkY) e-mail Domain�rsm;yg0ifygu oufaocHvufrSwf 

avQmufxm;olonf xdk Domain name � udkoHk;pGJcGifh ESifh e-mail domain name � udk 

oHk;pJGcGifh&dŜ r&dSwdkYudk ppfaq; rnf jzpfygonf/ 
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• tpdk;&tzGYJtpnf;rsm;? A[dktzGJYESifh MuD;MuyfrSKtzGJYwdkYrS oufaocHvufrSwfxkwfay;ydkifcGifh&Sdol (CA) 

vkyfief;aqmif&Guf&ef wdkuf&dkufwm0efay;tyfxm;onfh vlyk*¾dKvftzGYJtpnf;rsm;twGuf txufyg 

twnfjyKppfaq;jcif;rsm; jyKvkyf&ef rvdktyfyg/ 

jrefrmEdkifiHtpdk;&rS jyXmef;xm;aom Oya'rsm;? oufqdkifonfhenf;Oya'rsm;? trdefY 

aMumfjimpmrsm;? vdkifpifpm&Gufpmwrf;rsm;ESifh vkyfxHk;vkyfen;frsm;twdkif; tjcm;aom ppfaq;rIrsm;udk 

vdktyfygu jyKvkyfoGm;rnf jzpfygonf/ 

 

3.2.3   wpfOD;csif;pD\ wnf&dSrIudk ppfaq;jcif; (Authentication of Identity) 

 Root CA onf oufaocHvufrSwfxkwfay;ydkifcGifh&Sdoltjzpf vdkifpifcGifhjyKxm;aomoltm; 

xdkoltppftrSef [kwf?r[kwfudk vdkifpifyg tcsuftvufrsm;ESifh yl;wGJyg pm&Gufpmwrf;rsm;ESifh wdkufqdkif 

ppfaq;jcif;rsm;jyKvkyfygonf/   

 

3.2.4 tcsif;csif;vkyfief;vkyfaqmifEdkifrI&Sd&eftwGuf oufrSwfcsufrsm; (Criteria For 

 Interoperation) 
vdktyfovdk jyXmef;ygonf/  

 

3.3  oufwrf;wdk;&efavQmufxm;rIrsm;udk rSefuefrI&Sd?r&Sd ppfaq;jcif;ESifh oufaocHrI ppfaq;jcif; 

(Identification and Authentication for Re-key Request) 

CA rsm;\ oufaocHvufrSwfrsm; oufwrf;rukefqHk;rD oufaocHvufrSwf toHk;jyKjcif; 

jywfawmufoGm;jcif; r&dSap&eftwGuf oufaocHvufrSwf topfwpfck&&dS&ef vdktyfygonf/  Root CA �

onf CA rsm;rS oufaocHvufrSwf oufwrf;wdk;wdkif; tydk'f(4.2)twdkif;ppfaq;í oufwrf; 

ukefqHk;rnfh oufaocHvufrSwf ae&mwGif tpm;xkd;&ef oufaocHvufrSwftopf wpfck xkwfay;ygonf/ 

 

3.3.1 oufaocHvufrSwf oufwrf;wdk;jcif; (Re-key)udpörsm;uddk ppfrSefaMumif;ppfaq;jcif;ESifh 

rSefuefaMumif; twnfjyK jcif; (Identification and Authentication for Routine Re-

key)  
oufaocHvufrSwfudk oufwrf;wdk;jcif; (Re-key)� rjyKvkyfcif Re-key � avQmufxm;jcif; jyKvkyf 

ol(vlyk*¾dKvf(odkY)tzJGYtpnf;)onf xdkoufaocHvufrSwfudkifaqmifol CA tppftrSef� jzpfaMumif; 

tydk'f(4.6) yg owfrSwfcsufrsm;twdkif;ppfaq;ygonf/  

oufwrf;wdk;avQmuf&mwGif jznfhoGif;onfhtcsufrsm;ESifh ueOdD; oufaocHvufrSwf 

avQmufxm;&mwGif jznfhoGif;onfh tcsuftvufrsm; (aumfydk&dwfESifh Technical Contact Information 
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rsm;tygt0if) uGJjym;rI? ajymif;vJrI r&dSygu oufwrf;wdk;oufaocHvufrSwftopfudkf xkwfay;rnf 

jzpfygonf/ Rekey � (odkY) Renewal � jyKvkyf&ef awmif;qdkonfh tcgwdkif;MuD;MuyfrItzGJUonf oufaocH 

vufrSwf xkwfay;ydkifcGifh&Sdol vdkifpifavQmufxm;pOfu toHk;jyKonfh ppfaq;onfh enf;vrff;rsm;? 

oufaocHrIppfaq;jcif; jyKvkyfonfhenf;rsm;twdkif; jyefvnf ppfaq;ygonf/  

 

3.3.2 oufaocHvufrSwfy,fzsufNyD;aemuf oufwrf;wdk; (Re-Key)� jyKvkyf&ef avQmufxm;jcif;  rsm;udk 

ppfrSefaMumif; ppfaq;jcif;ESifh rSefuefaMumif; twnfjyKjcif; (Identification and 

Authentication for Re-key After Revocation) 
   Root CA onfatmufazmfjyyg taMumif;rsm;aMumifh oufaocHvufrSwfudk 

y,fzsufcH&NyD;aemuf oufwrf;wdk; (Re-key � ESifh Renewal) � jyKvkyf&ef avQmufxm;vmjcif;rsm;udk 

cGifhjyKrnfr[kwfyg/ 

1. oufaocHvufrSwfygtcsufrsm;onf rSm;,Gif;azmfjyxm;aMumif; od&Sdí y,fzsufjcif;cH 

&vQif?  

2.  oufaocHvufrSwfavQmufxm;pOfu tcsufrsm; rSm;,Gif;azmfjyxm;í oufaocH 

vufrSwfy,fzsufjcif;cH&vQif?  

3.  BuD;MuyfrItzGJUrS  nTefMum;csufjzifh y,fzsufjcif;cH&vQif?  

 

3.4 CA \ oufaocHvufrSwfy,fzsuf&ef awmif;qdkjcif;twGuf ppfrSefaMumif;ppfaq;jcif;ESifh 

rSefuefaMumif; twnfjyKjcif;? (Identification and Authentication for Revocation Request)  

 Root CA onf CA rsm;\ oufaocHvufrSwftm; MuD;MuyfrSK tzGJY\ cGifhjyKcsufjzifhom 

y,fzsufygonf/ oufaocHvufrSwf y,fzsuf&ef Root CA ESifh CA ukd,fwdkifrS awmif;qdk avQmufxm; 

jcif;rsm;udk y,fzsufjcif;rjyKrD  MuD;MuyfrSKtzGJYrS aocsmpGm ppfaq;� qHk;jzwfay;rnf jzpfygonf/ 

oufaocHvufrSwftm;  y,fzsuf&ef oufaocHvufrSwfavQmufxm;oludk,fwdkifrS awmif;qdk&rnf/ Root 

CA onf CA \ Challenge Phrase udk toHk;jyK ppfrSefaMumif; ppfaq;jcif; jyKvkyfygonf/  

 

 

4. oufaocHvufrSwf Life-Cycle vkyfief;aqmif&GufrI vdktyfcsufrsm; (Certificate Life-Cycle 

Operational Requirements) 

4.1 oufaocHvufrSwf avQmufxm;jcif; (Certificate Application) 
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  oufaocHvufrSwf xkwfay;ydkifcGifh&Sdol (CA) tjzpf avQmufxm;jcif;avQmufvTmudk 

jznfhpGufí atmufazmfjyyg &Hk;odkYvludk,fwdkifvma&muf avQmufxm;&rnf/  

  twGif;a&;rSL;   

tDvufxa&mepfqufoG,faqmif&Gufa&; MuD;MuyfrItzGJY  

  &Hk;trSwf (2) ? txl;zGHHYjzdK;a&;Zkef? 

  qufoG,fa&;pmwdkufESifh aMu;eef;0efMuD;Xme? 

aejynfawmf / 

 

4.1.1 oufaocHvufrSwfavQmufxm;cGifh&Sdolrsm; (Who Can Submit a Certificate 

         Application?) 
 MuD;MuyfrSKtzGYJrS xkwfjyefonfh ________ aeY &ufpGJyg trdefYaMumfjimpmtrSwf ------------ &Sd 

azmfjyyg tcsuftvufrsm;ESifh udkufnDaom rnfolrqdk CA tjzpfvkyfief;vkyfaqmifcGifh 

avQmufxm;Edkifygonf/ 

 

4.1.2 pm&if;ay;oGif;jcif;vkyfief;ESifh vkyfief;wm0ef,lrIrsm; (Enrollment Process and 

          Responsibilities)  
oufaocHvufrSwfxkwfay;ydkifcGifh&Sdol vdkifpifavQmufxm;ol tm;vHk;onf vdkifpif 

avQmufxm;jcif;? oufaocHvufrSwf avQmufxm;jcif;jyKvkyf&mwGif rSefuefaom? ppfrSefaom tcsuf 

tvufrsm;udk jznfhpGufay;&rnf/ oufaocHvufrSwfxkwfay;ydkifcGifh&Sdol (CA) onf Root CA ESifh 

vufrSwfa&;xdk;xm;aom iSm;&rf;oHk;pGJoloabmwlnDcsuf (Service User� Agreement) wGif yg0ifaom 

tcsufrsm;twdkif;aqmif&Guf &rnf/ CA rsm;onf vdkifpifyg pnf;urf;csufrsm;? tDvufxa&mepf 

qufoG,faqmif&Gufa&;Oya'ESifhenf;Oya'rsm;?trdefYaMujimpmrsm; ESifh nTefMum;csufrsm;udk vdkufem&rnf/  

vdkifpifavQmufxm;pOfu vufrSwfa&;xdk;olrS oufaocHvufrSwfavQmufvTmwGif vufrSwfa&;xdk; 

avQmufxm;&rnf/ avQmufxm;olrS Key�Pair (Public�Key�ESifh Private�Key)�udk rdrdudk,fwdkifjyKvkyfygu 

atmufygtwdkif; aqmif&Guf&rnf/  

(u) Root�CA ESifh� MuD;MuyfrItzGJUxHodkY Public�Key�ESifhudkufnDrI&Sdaom Private�Key trSefwu,f 

ydkifqdkifaMumif; oufaojyEdkif&ef pDpOfxm;&Sdjcif;? 

 (c) Root�CA�xHodkY 4if;wdkY\ Certificate Signing Request File (PKCS #10) ay;ydkYjcif;? wdkYudk 

vkyfaqmif&rnf/ 

vdkifpifavQmufxm;oludk,fpm; vdktyfygu Root CA rS Key� Pair Generate jyKvkyfay;jcif;udk 

aqmif&Gufay;ygonf/ 
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4.2  oufaocHvufrSwfavQmufxm;jcif;udkvufcHaqmif&Gufjcif; (Certificate Application  

    Processing) 

4.2.1 ppfaq;jcif;vkyfief;rsm;udkaqmif&Gufjcif; (Performing Identification and 

          Authentication Functions) 

Root CA onf CA tjzpfavQmufxm;oltm; oufaocHvufrSwfxkwfay;jcif;rjyKrD  tcsuf 

tvufrsm;tm; ppfaq;jcif;udk tDvufxa&mepf qufoG,faqmif&Gufa&; Oya'?  4if;ESifh oufqdkifaom 

enf;Oya'? trdefYaMujimpmrsm;wGif azmfjyxm;onfhtwdkif; ppfaq;jcif;udk aqmif&Guf oGm;rnf 

jzpfygonf/ xdkYtjyif MuD;MuyfrSKtzGYJrS CA avQmufxm;oltm; vdkifpif xkwfay;xm;jcif;&Sd? r&Sd ? 

vdkifpifygtcsufrsm;ESifh oufaocHavQmufxm;pOfu jznfhoGif;cJhaom tcsuftvufrsm;udk wdkufqdkif 

ppfaq;ygonf/ 

 
4.2.2  oufaocHvufrSwfavQmufxm;jcif;udk vufcHjcif;(odkU) jiif;y,fjcif;  

  (Approval or Rejection of Certificate Applications) 
Root CA onf oufaocHvufrSwfxkwfay;ydkifcGifh&Sdol (CA) vdkifpif &&Sdxm;olrsm;udkom  

oufaocHvufrSwfxkwfay;rnfjzpfygonf/ 

Root CA� onf atmufazmfjyygtcsufrsm; jzpfyGm;vQiff oufaocHvufrSwfxkwfay;jcif;udk 

jiif;y,fEdkif&ef MuD;MuyfrSKtzGJYodkY wifjy&rnf jzpfygonf/ 

• taMumif;Mum;pmudk owfrSwftcsdeftwGif; ta&;,laqmif&Gufjcif;? taMumif;jyefMum;jcif;ESifh 

CA rS jznfhqnf;aqmif&Guf&rnfh udpö&yfrsm;twGufaqmif&Gufjcif; r&SdcJhvQif? 

• Root CA�odkY ay;aqmif&rnfh owfrSwfxm;aom aiGaMu;udkay;oGif;&ef ysufuGufcJhvQif? 

• oufaocH vufrSwfxkwfay;ydkifcGifh&SdolavQmufxm;oltm; oufaocHvufrSwf xkwfay;jcif; 

onf Root CA�twGuf enf;ynmydkif;qdkif&m xdcdkufrSKrsm;&SdvmEdkfifvQif (odkYr[kwf) &SdvmEdkifonf 

[k ,lqvQif? 

• Service User Agreement�udk vufrSwfa&;xdk;jcif; rjyKvkyfcJhvQif 

 

4.2.3 oufaocHvufrSwfavQmufxm;jcif;udk vufcHaqmif&Gufay;onfhMumjrifhcsdef  (Time to 

          Process Certificate Applications) 
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CAvdkifpif&&Sdxm;olrsm;rS oufaocHvufrSwf avQmufvTmudk jynfhpHkatmifjznfhpGufjyD;ygu Root 

CA onf (3)&uf twGif; oufaocHvufrSwfudk xkwfay;rnfjzpf ygonf/ Root CA onf 

vufrSwfa&;xdk;jcif;vkyfief;(signing operations) rsm;udk tpdk;& &Hk;zGifh&ufrsm;wGifom jyKvkyfygrnf/  

 

4.3 oufaocHvufrSwf xkwfay;jcif; (Certificate Issuance) 

 

4.3.1  Root CA Actions during Certificate Issuance  

  MuD;MuyfrItzGJYonf vdkifpifavQmufxm;o?l tzGYJtpnf;\ vkyfief;aqmif&GufEdkifrSK 

t&nftcsif;? uRrf;usifrSK? 0efxrf;tiftm;? vkyfief;qdkfif&m tajccHtaqmufttHkESifh vdktyfaom 

taxmuftyHh ypönf;rsm; jynfhpHkrSK? aiGaMu;awmifhwif;rSK? Oya'ESifh vkyfxHk;vkyfenf;qdkif&m 

vdktyfcsufrsm;tay:wGif tajccH� CA tjzpfvkyfief;aqmif&GufrIkvdkifpif xkwfay;rSKudk pm&if;ppfjcif; 

jyKvkyfí pOf;pm;qHk;jzwfygrnf/ Root CA onf MuD;MuyfrItzGJY\ wm0efay;csuft& enf;ynmqdkif&m 

pm&if;ppfjcif;udk aqmif&Gufygonf/ xdkpm&if;ppfjcif;rsm;udk atmifjrifygu  MuD;MuyfrItzGJYonf 

cGifhjyKaMumif; taMumif;Mum;pmESifhtwl  avQmufvTmrdwÅL ESifh cGifhjyKvdkifpifpm&Guff (Paper Licence) 

rdwÅLudk Root CA�xHodkY ay;yfdkYygonf/�� �

Root CA� onf CA tm; tydk'f (4.2) twdkif; ppfaq;rSKrsm;jyKvkyfí rSefuefygu 

oufaocHvufrSwfudk xkwfay;ygonf/ xkdYaemuf oufaocHvufrSwf vma&mufxkwf,lEdkifaMumif;udk 

avQmufxm;olxHodkY taMumif;Mum;pm ay;ydkYrnf jzpfygonf/ avQmufxm;olrS xdktaMumif;Mum;pmESifh 

twl oufaocHvufrSwfavQmufxm;pOfu vufrSwfa&;xdk;oludk,fwdkif Root CA� xH vma&muf 

xkwf,l&rnf jzpfygonf/  

  

4.3.2 pm&Guftaxmuftxm;vufrSwfxkwfay;jcif; (Paper Certificate)  

Root CA rS  oufaocHvufrSwfxkwfay;ydkifcGifh&Sdoltjzpf aqmif&Guf&efvdkifpif&&Sdaom CA odkY 

'D*spfw,f oufaocHvufrSwfESifh twl oufaocHvufrSwf&Sd tcsuftvufrsm; yg0ifaompm&Guff 

taxmuftxm;udkyg xkwfay;rnf jzpfygonf/ 

 

 

 

4.4 oufaocHvufrSwfudkvufcHjcif; (Certificate Acceptance) 

 



 
CP Page 18 September 24, 2010
                                                                

4.4.1 oufaocHvufrSwfudk&,lvufcHjcif; (Conduct Constituting Certificate Acceptance) 

CA onf oufaocHvufrSwftm; Install� jyKvkyfjyD; oufaocHvufrSwfudk atmifjrifpGm Install 

jyKvkyfjyD;aMumif;? toHk;jyKEdkifaMumif;udk Root CA xHodkY (15)&uftwGif; jyefí taMumif;Mum;pm 

ay;ydkY&rnf jzpfygonf/ Root CA rS xdkodkYtaMumif;Mum;pm vufcH&&Sdonfhtcg oufaocHvufrSwfudk 

vufcHonf[k owfrSwfygonf/ Root CA odkY taMumif;Mum;pm rjyef&ao;cif tcsdeftwGif; 

oufaocHvufrSwfudk Subscriber rsm;odkU vufrSwfa&;xdk; xkwfay;jcif;rjyK&yg/ CA 

onfoufaocHvufrSwfudk xkwf,lEdkifaMumif; taMumif;Mum;pm&&SdonfhaeUrSp� &ufaygif; (30) twGif; 

Root CA xHvma&muf xkwf,l&rnf/ owfrSwf&uf ausmfvGefoGm;ygu vdktyfovdkaqmif&GufEdkif&ef Root 

CA rS MuD;MuyfrSK tzGJYodkY wifjyí nTefMum;csufawmif;cH aqmif&Guffygonf/  

 

4.4.2 oufaocHvufrSwfrsm;tm;xkwfjyefay;jcif; (Publication of Certificate by the Root 

 CA) 
Root� CAonf xkwfay;vdkufaom oufaocHvufrSwfrsm;tm; trsm;jynfolMunfh&Iedkif&ef 

trsdK;om;oufaocH vufrSwfrSwfwrf;wdkuf (National Repository)� wGif xkwfjyefaMujimay;xm;rnf 

jzpfygonf/ 

 

4.5     Key rsm;ESifh oufaocHvufrSwftoHk;jyKrSK (Key Pair and Certificate Usage) 

4.5.1  CA \ Private Key ESifh oufaocHvufrSwftoHk;jyKrSK (CA Private Key and 

 Certificate Usage) 

 CA onf Root CA ESifh vufrSwfa&;xdk;xm;aom iSm;&rf;oHk;pGJol\oabmwlnDcsuf (Service 

User�Agreement)? þ CP? CPS wdkYwGifyg0ifonfh owfrSwfcsufrsm;twdkif; oufaocHvufrSwfudk oHk;pGJ 

&rnf/ oufaocHvufrSwfwGifyg0ifaom Key Usage Field Extension ESifh oufaocHvufrSwftm; 

toHk;jyKjcif;wdkYonf udkufnDrI&Sd&rnf/ CA rsm;onf rdrdwdkY\ Private Key rsm;udktcGifhr&SdaomolrS toHk; 

rjyKKEdkif&ef aqmif&Gufxm;&rnf/ oufwrf;ukefqHk;NyD;aemufydkif;ESifh y,fzsufNyD;aemuffydkif;wGif 

xdkoufaocHvufrSwfudk iSm;&rf;oHk;pGJolrsm;odkYk oufaocHvufrSwfxkwfay;jcif;? oufwrf;wdk;jcif;? 

y,fzsufjcif;qdkif&mvkyfief;rsm;twGuf qufvuf toHk;rjyK&yg/ 

 

 

4.5.2 Relying Party  rS Public Key ESifhoufaocHvufrSwftoHk;jyKrSKrsm; (Relying Party 

Public Key and Certificate Usage) 
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Relying Party rsm;onf oufaocH vufrSwfudk ,HkMunftoHk;jyKjcif;jyKvkyf&mwGif Relying Party 

Agreement wGifa&;om;xm;aom tcsuftvufrsm;udk oabmwl&rnf/ 

oufaocHvufrSwf wpfckay:wGif ,HkMunfoHk;pGJrIonf tajctaetrsdK;rsdK;ay:rlwnfí 

taMumif;tusdK; oifhavsmfrI &Sd̂ r&Sd udk Relying Party rsm;udk,fwdkif pOf;pm;? qHk;jzwfí vufcH&rnf/ 

tu,fí tajctaewpfckonf aemufxyftmrcHcsufrsm; &,loifhonf [k,lqygu Relying Party 

onf xdkodkY,HkMunfoHk;pGJjcif;jyKvkyf&eftwGuf vdktyfaomtmrcHcsufrsm;udk xyfrH&,l&rnf jzpfygonf/ 

xkduJhodkY ,HkMunfoHk;pGJrIrsm; rjyKvkyfrD Relying Party onf atmufygtcsufwdkYudk vGwfvyfpGm 

oHk;oyfjcif; (assess) jyKvkyf&rnf/ 

• ay;xm;aom &nf&G,fcsuftwGuf oufaocHvufrSwftm;toHk;jyKjcif;rSm oifhavsmfrI &Sd?r&Sd ? 

• þ CP rS wm;jrpf? uefYowfxm;jcif;r&Sdaom oifhawmfonfh &nf&G,fcsufwpfcktwGuf 

trSefwu,f toHk;jyKjcif;[kwf? r[kwf? 

• oufaocHvufrSwfwGifyg0ifaom KeyUsage Field Extension ESifhudkufnDpGm oufaocHvufrSwf 

udktoHk;jyKjcif; [kwf? r[kwf rsm;udk qHk;jzwf&rnf/  

• oufaocHvufrSwfESifh Certificate Chain wGifyg0ifaomoufaocHvufrSwftm;vHk;\ Status udk 

ppfaq;jcif;/ 

�

Root CAonf oufaocHvufrSwf toHk;jyKjcif;\  oifhavsmfrI udk ppfaq;&ef wm0efr&Sdyg/ 

oufaocHvufrSwfoHk;pGJrIonf oifhavsmfonf[k ,lqvQif Relying Party rsm;onf oifhavsmfonfh 

Software ESifĥ (odkY) Hardware udktoHk;jyKí 'pf*spfw,fvufrSwfrSefuefaMumif;ppfaq;rI (Digital 

Signature Verification) udk jyKvkyfjcif;aomf vnf;aumif;? tjcm;aom Cryptographic Operation udk 

toHk;jyKíaomfvnf;aumif; oufaocH vufrSwf\rSefuefrIudk ppfaq;&rnf/ oufaocH 

vufrSwfrSefuefaMumif;ppfaq;aqmif&GufrIrsm;ESifh oufaocHvufrSwf tay: wGif ,HkMunfoHk;pGJrIwdkYonf 

qufpyfygonf/ xdkuJhodkYjyKvkyf ppfaq;aqmif&Guf jcif;wGif Certificate Chain wGifyg0ifaom oufaocH 

vufrSwf tm;vHk;\ Digital Signature rsm; rSefuefaMumif; ppfaq;jcif;wdkYvnf; yg0ifygonf/ 

 

4.6 oufaocHvufrSwf oufwrf;wdk;jcif; (Certificate Renewal) 

Certificate Renewal qdkonfrSm oufaocHvufrSwfudk oufwrf;wdk;jcif; jyKvkyf&mwGif 

oufaocHvufrSwfwGifyg0ifaom Public Key (odkYr[kwf) tjcm; Information rsm;udk ajymif;vJjcif;r&SdbJ 

iSm;&rf;oHk;pGJol CA tm; oufaocHvufrSwf topfwpfckxkwfay;jcif;jzpfygonf/ Certificate Renewal 

onf vuf&Sd Key Pair tm;toHk;jyKjyD; oufaocHvufrSwf oufwrf;wdk;avQmufwm;jcif;rsdK;jzpfygonf/  
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oufwrf;wdk;jcif;ukd oufaocHvufrSwf oufwrf;rukefqHk;rD (3) v MudKwif avQmufxm;&rnf/  Key 

Pair oufwrf;(3) ESpfjynfjhyD;ygu Key Pair topfwpfpHk oHk;í oufaocHvufrSwftopfjyKvkyf&ef Root 

CA xH avQmufxm;&rnf/ 

 

4.6.1 oufaocHvufrSwf oufwrf;wdk;jcif;tajctae (Circumstances for Certificate 

  Renewal and Re-Key))  

   CA \ vuf&Sd oufaocHvufrSwfoufwrf;rukefqHk;rD xdkoufaocHvufrSwftoHk;jyKjcif;udk 

qufvufaqmif&GufEdkif&eftwGufoufaocHvufrSwftopfwpfckudkoufwrf;wdk;jyKvkyf&ef vdktyfygonf/  

iSm;&rf;oHk;pGJol\ vuf&SdoufaocHvufrSwf\oufwrf;rukefqHk;rD oufaocHvufrSwfudk 

qufvuf toHk;jyKEdkif&eftwGuf iSm;&rf;oHk;pGJolrS oufaocHvufrSwfoufwrf;wdk;jcif; (Re-Key or 

Renewl) avQmufxm;jcif; jyKvkyf&ef vdktyfygonf/  

 

4.6.2 oufaocHvufrSwf oufwrf;wdk;avQmufxm;cGifh&Sdol (Who Can Request Renewal?) 

oufaocHvufrSwfavQmufxm;oludk,fwdkifrSomvQif oufaocHvufrSwf oufwrf;wdk; jyKvkyf&ef 

awmif;qdkEdkifygonf/  

 

4.6.3 oufaocHvufrSwf oufwrf;wdk;jcif;aqmif&GufrSK (Processing Certificate Renewal 

Request) 

oufwrf;wdk; jyKvkyf&mwGif Root CA onf rlvavQmufxm;cJYol trSefwu,fjzpfaMumif; 

aocsmap&ef jyefíppfaq;ygonf/ MuD;MuyfrSKtzGYJ\ cGifhjyKcsufjzifhom Root CA rS oufwrf;wdk; 

avQmufxm;jcif;udk aqmif&Gufygonf/ oufwrf;wdk;avQmufvTm jznfhpGufjyD;aomtcg,cif avQmufxm; 

pOfu jznfhoGif;cJhaom tcsuftvufrsm;twdkif; ajymif;vJrSKr&SdcJhvQif oufwrf;wdk; oufaocHvufrSwfudk 

xkwfay;ygonf/  

oufwrf;wdk; oufaocHvufrSwf avQmufxm;vmonfhtcgwdkif;wGif rlv oufaocHvufrSwf 

avQmufxm;pOfu MuD;MuyfrItzGJYESifh þ CP wGifowfrSwfxm;aom ppfaq;&rnfh tcsufrsm;ESifhtnD CA 

\ Identity  udkjyefvnf ppfaq; twnfjyKrnf jzpfygonf/ 

 

4.6.4  oufwrf;wdk;jyD; oufaocHvufrSwfrsm;udk xkwfjyefaMujimay;jcif; (Publication of the 

Renewal Certification by the Root CA)  
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oufwrf;wdk; topfjyefvnfxkwfay;vdkufaom CA\oufaocHvufrSwfudk Root CA 

\ trsm;jynfol  Munfh&IEdkifaomtrsdK;om;oufaocHvufrSwfrSwfwrf;wdkuf (National Repository) 

wGifxkwfjyef aMujim xm;rnf jzpfygonf/ 

 

4.7 Key Pair topfudktoHk;jyK íoufaocHvufrSwfoufwrf;wdk;jcif; (Certificate Re-Key) 

Certificate Re-Key onf Public Key topfwpfckudk toHk;jyKí 

oufaocHvufrSwfxkwfay;jcif;jzpfygonf/ CA \ vuf&SdtoHk;jyKaeaom Private Key vkHjcHK pdwfcs&rSKudk 

oHo,&Sdaomtcg (odkY)  vuf&SdoHk;pGJaeaom  Key rsm;\oufwrf; (3)ESpf jynfhaomtcgwdkYwGif 

Certificate Re-Key jyKvkyf&rnfjzpfygonf/ xdkuJhodkY oufwrf;wdk;jcif;ukd oufaocHvufrSwf oufwrf; 

rukefqHk;rD (3) v MudKwifavQmufxm;&rnf/  

 

4.7.1 oufaocHvufrSwftopf jyefvnffjyKvkyf&efawmif;qdkcGifh&Sdolrsm;  (Who May Request 

Certificate of a New Public Key) 

CA \oufaocHvufrSwfoufwrf;wdk;jcif;twGuf rlvoufaocHvufrSwf avQmufxm;&mwGif 

vufrSwfa&;xdk;cJhol udk,fwdkiffrSomoufaocH vufrSwftopf jyefvnffjyKvkyf&ef awmif;qdkEdkifygonf/ 

MuD;MuyfrItzGJY\ nTefMum;csufjzifhom Root CA rS Re-Key jyKvkyfay;ygonf/ 

 

4.7.2 Key topftoHk;jyKíoufaocHvufrSSwfoufwrf;wdk;&ef awmif;qdkjcif;udk aqmif&Gufjcif; 

(Processing Certificate Re-Keying Requests) 

MuD;MuyfrItzGJYonf oufaocHvufrSwf Re-Keying avQmufxm;olonf rlvoufaocHvufrSSwf 

avQmufxm;oltrSefwu,fjzpfaMumif;ppfaq;jcif; ESifh Authentication jzpf&ef twGuf owfrSwfxm;aom 

vdktyfcsufrsm;ESifhavsmfnDpGm jyefvnfppfaq;jcif;wdkYudk vkyfxHk;vkyfenf;rsm;twdkif; aocsmpGm 

ppfaq;jyD;aemuf Root CAxHodkY taMumif;Mum;pmay;ydkYrnf jzpfygonf/ xdkodkYtaMumif;Mum;pm 

vufcH&&Sdonfhtcg Root CA rS oufaocHvufrSSwftopfwpfck xkwfay;rnf jzpfygonf/ 

 

4.7.3 Publication of the Re-Keyed Certificate by the Root CA 

oufwrf;wdk; jyKvkyfjyD;aom oufaocHvufrSwfrsm;udk Root CA \ trsm;jynfol Munfh&IEdkifaom 

National Repository wGif xkwfjyefaMujimxm;rnfjzpfonf/  

 

4.8 oufaocHvufrSwfjyKjyifajymif;vJjcif; (Certificate Modification) 
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4.8.1 oufaocHvufrSwfjyKjyifajymif;vJrSKtajctaersm; (Circumstances for Certificate  

Modification) 

oufaocHvufrSwfjyKjyifajymif;vJjcif; (Modification)onf iSm;&rf;oHk;pGJolCA\ Public Key 

rSvGJí vuf&Sd oufaocHvufrSwfwpfckwGifyg0ifaom tcsuftvufrsm;ajymif;vJrIaMumifh oufaocH 

vufrSwftopf wpfckxkwfay;&ef twGuf avQmufxm;jcif;udk &nfnTef;ygonf/  

oufaocHvufrSwfjyKjyifajymif;vJjcif;jyKvkyf&ef CArS MuD;MuyfrSKtzGYJodkY vma&muf avQmufxm; 

&rnf/ Root CA onf MuD;MuyfrSKtzGJYrS oabmwl cGifhjyKaMumif; taMumif;Mum;pm&&Sdygu oufaocH 

vufrSwftopf xkwfay;rnfjzpfygonf/  oufaocHvufrSwfjyKjyif ajymif;vJjcif; (Modification)onf 

tydk'f (4.1) wGif azmfjyxm;aom oufaocHvufrSwfavQmuf xm;jcif;ESifh wlnDonf [kk pOf;pm;ygonf/  

 

4.8.2  oufaocHvufrSwfjyKjyifajymif;vJ&efawmif;qdkcGifh&Sdol (Who May Request Certificate 

Modification) 

 tydk'f (4.1.1) twdkif;aqmif&Gufygonf/ 

 

4.8.3  oufaocHvufrSwfjyKjyifajymif;vJay;&efawmif;qdkrIrsm;udk aqmif&Gufjcif; (Processing 

Certificate Modification Requests) 

 MuD;MuyfrSKtzGJYrS nTefMum;csuf&&Sdaomtcg Root CA onf oufaocHvufrSwf 

jyKjyifajymif;vJ&ef avQmufxm;ol\ vdktyfaom tcsuftvufrsm;tm; ppfrSefrIppfaq;jcif; 

(Identification ESifh Authentication) udk tykd'f(3.2) twdkif; jyKvkyfjyD; oufaocHvufrSwfudk 

xkwfay;ygonf/ 

 

4.8.4 oufaocHvufrSwf topfxkwfjyD;aMumif; CA odkUtaMumif;Mum;jcif; (Notification of New 

Certificate Issuance to CA) 

  Root CA onf oufaocHvufrSwf topfxkwfjyD;ygu avQmufxm;ol CA xHodkY 

taMumif;Mum;pm ay;ydkYygrnf/ 

 

4.8.5  jyKjyifajymif;vJjyD;aom oufaocHvufrSwfudkvufcHjcif; (Conduct Constituting 

Acceptance of Modified Certificate ) 
 tydk'f(4.4.1) twdkif;aqmif&Gufygonf/ 
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4.8.6  jyKjyifajymif;vJjyD;aom oufaocHvufrSwfudkxkwfjyefay;jcif; (Publication of the Modified 

Certificate by the Root CA ) 
 tydk'f(4.4.2) twdkif;aqmif&Gufygonf/ 

 

4.9  oufaocHvufrSwfy,fzsufjcif; ESihfqdkif;ihHjcif; (Certificate Revocation and Suspension) 

 

4.9.1   oufaocHvufrSwfy,fzsufjcif;ESifhqdkif;iHjcif;twGuf tajctaersm; (Circumstances for 

Revocation and  Suspension) 

oufaocHvufrSwfudk ,m,Dqdkif;iHhjcif; (suspension) jyKvkyfjyD;rSom y,fzsufygrnf/ 

oufaocHvufrSwfudk y,fzsuf&eftwGuf ,m,Dqdkif;iHhjcif; (suspension) jyKvkyfxm;aomumvtwGif; 

vdktyfaom ppfaq;rSKrsm;udk MuD;MuyfrItzGJY ESifh Root CA wkdY rSjyKvkyfygonff/ Root CA onf CA 

oufaocH vufrSwfudky,fzsuf&ef MuD;MuyfrItzGJY\ nTefMum;csufudk &&SdrSom aqmif&Gufygonf/ ,m,D 

qdkif;iHhumvtwGif; CA onf iSm;&rf;oHk;pGJolrsm;odkYk oufaocHvufrSwf xkwfay;jcif;? oufwrf;wdk;jcif;? 

y,fzsufjcif;qdkif&m vkyfief;rsm;rjyKvkyf&yg/ qdkif;iHhxm;aom oufaocH vufrSwfudk y,fzsufjcif; 

(Revoke)  (odkYr[kwf) jyefvnftoHk;jyKcGifh ay;jcif;rsm;ESifh pyfvsOf;í MuD;MuyfrSKtzGYJrS nGefMum;csufrsm; 

ay;jyD; Root CA rS vdktyfovdk vdkufemaqmif&Gufygonf/ 

,m,Dqdkif;iHhjcif; (Suspension) jyKvkyfonfhtcg atmufygwdkYudkjyKvkyf&rnf/ 

(1)  MuD;MuyfrSKtzGJYrS Suspension jyKvkyf&onfh tMumif;jycsufudk Root CA/CA odkYay;jcif;? 

(2) oufaocHvufrSwfudk Suspension jyKvkyfaMumif; Web site wGifaMujimjcif;ESifh ARL 

xkwfjyefjcif;? 

(3) oufaocHvufrSwfudk Suspension jyKvkyfaMumif; jynfwGif;&Sd tjcm; CA rsm;odkY 

taMumif;Mum;pm ay;ydkYjcif;? 

atmufygtajctaersm;jzpfay:cJhvQif CA�rsm;\ oufaocHvufrSwfrsm;udk MuD;MuyfrSKtzGJYonf qkdif;ihHESifh  

y,fzsufrnfjzpf ygonf/ 

(1) Root� CA� (odkY) CA� rS ,if;wdkY\ Private� Key� cdk;,lcH&cJhvQifjzpfap ? azmufcH&onf 

[k ,HkMunfvQif (odkY) oHo,&SdvQif? 

(2) Root� CA� rS iSm;&rf;oHk;pGJol CA� onfvdkufem&rnfhpnf;urf;rsm; (odkY) Service User�

�greement� yg tcsufrsm;udk csdK;azmuffonf[k ,HkMunfNyD; taMumif;jycsufrsm;? 

oufaorsm;&SdcJhvQif? 

(3) CA�ESifh csKyfqdkxm;aom oabmwlnDcsufpmcsKyfrsm; &yfpJ/ jyD;qHk;oGm;vQif? 
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(4) CA�tzGJUtpnf;onf zsufodrf;vQif (odkY) r&SdawmhvQif? 

(5) oufaocHvufrSwfavQmufxm;&mwGif jznfhoGif;xm;onfhtcsufrsm; rSm;,Gif;aevQif? 

(6) oufaocHvufrSwfxkwfay;jcif;rjyKrD jynfhpHk&rnfhtcsufrsm; jynfhpHkatmif aqmif&Gufjcif; 

r&SdcJhvQif? 

(7) iSm;&rf;oHk;pGJol? tzGJUtpnf; CA�trnf? oufaocHvufrSwfwGif yg0ifaom Common 

Name (CN)ajymif;vJcJhvQif? 

(8) oufaocHvufrSwfyg tcsuftvufrsm; rSefuefrIr&SdaMumif;ESifh ajymif;vJoGm;aMumif; 

ppfaq;azmfxkwf awGY&SdcJYvQif? 

(9) oufaocHvufrSwfudk qufvufoHk;pGJygu Root� CA� ESifh ¤if;\vufatmuf&Sd CA�

rsm;tm; jyóem jzpfEdkifcJhvQif? 

(10) CA� onfoufaocHvufrSwfudk w&m;r0ifxkwf,lxm;aMumif;awGY&Sd&vQif? 

(11) CA�vkyfief;rS &yfpJjcif;cH&vQif?  

oufaocHvufrSwfqufvuf oHk;pGJrIaMumifh jyóemjzpfEdkifjcif; &Sd? r&Sd qHk;jzwf&mwGif atmufyg 

tcsufrsm;udk xnfhoGif; pOf;pm;rnf/ 

(1)  wdkifwef;rI (Complaint)  ta&twGufESifh oabmobm0? 

(2) wdkifwef;rI�jyKvkyfolonf rnfolrnf0gjzpfonfudk xnfhoGif;pOf;pm;jcif;? 

(3) vuf&SdjyXmef;xm;aom oufqkdifonfYOya'rsm;? vkyfxHk;vkyfenf;rsm;ESifh udkufnDrI &Sdr&Sd? 

(4) iSm;&rf;oHk;pGJolrS ab;tEÅ&,fjzpfatmif toHk;jyKrIrsm;aMumifh jzpfay:vmaom wHkYjyefrIrsm;? 

CA onf Private Key cdk;,lcH&vQif(odkY) csdK;azmufcH& (Compromise) onf [k,lqygu (odkY) od&Sdygu 

Root CA  ESifh MuD;MuyfrItzGJUxHodkU tjrefqHk; qufoG,ftaMumif;Mum;&rnf/  

�

 4.9.2 oufaocHvufrSwfy,fzsuf&eff? qdkif;iHh&ef awmif;qdkcGifh&Sdol (Who can Request Revocation 

and Suspension) 
Root� CA� vufatmuf&Sd CA� rsm;\ oufaocHvufrSwfrsm;udk ,m,Dqdkif;iHh? y,fzsuf&ef 

MuD;MuyfrSK tzGJY\cGifhjyKcsufjzifh  Root� CA� rS jyKvkyfygonf/ MuD;MuyfrSK tzGJY (odkY) Root� CA� (odkY)  CA 

rSomqdkif;iHh?y,fzsuf&ef awmif;qdkEdkifonf/ 

�

 

 

 4.9.3 oufaocHvufrSwfy,fzsuf&eff? qdkif;iHh&ef awmif;qdkrSKvkyfenf; ( Procedure for Revocation 

and Suspension Request) 
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Root CA rSaomfvnf;aumif;? CA rSaomfvnf;aumif; qdkif;iHhjcif;ESifh y,fzsufjcif; jyKvkyfvdkygu 

w&m;0ifpmjzifh Request FormwGif jznfhpGufí MuD;MuyfrSKtzGYJodkYwifjy avQmufxm;&rnf/  

 

 4.9.4   oufaocHvufrSwf y,fzsuf&ef qdkif;iHhcsdef (Revocation Request Grace Period) 

 oufaocHvufrSwftm;y,fzsuf&ef qdkif;iHhcsdefrxm;yg/ 

 

4.9.5  oufaocHvufrSwf y,fzsuf&efawmif;qdkjcif;twGuf Root CA rS aqmif&Guf&efMumjrifhcsdef 

(Time within which Root CA must process the Revocation Request) 

Root�CA onf Revocation�Request�udk MuD;MuyfrSKtzGJYxHrS aqmif&Gufay;&ef nTefMum;pm&vQif 

(1)&uf twGif; owfrSwfxm;aom tqifhrsm;twdkif; vkyfaqmifoGm;ygrnf/ 

 

 4.9.6   Relying Parties rSoufaocHvufrSwf y,fzsufxm;rSKtajctaeudkppfaq;&ef 

vdktyfcsufrsm; (Revocation Checking Requirements for Relying Parties) 

Relying�Party rsm;onf rdrdtoHk;jyKrnfh oufaocH vufrSwfrsm;\ pdwfcs&rItajctae (Status) 

udk ppfaq;&rnf/ oufaocHvufrSwf \pdwfcs&rItajctae (Certificate Status) udk ppfaq;&mwGif- 

1/  aemufqHk;xkwfjyefcJhaom ARL (Most recent ARL) udk toHk;jyKí ppfaq;jcif;? 

2/ Web-based Repository� (odkY) LDAP (odkY) tu,fí OCSP� (&Sdygu) ¤if;udktoHk;jyKjcif;wdkYjzifh   

ppfaq;Edkifygonf/ 

Relying� Parties rsm;onf Root�CA \ National Repository� &Sd ARL rsm;? OCSP responder�

(&Sdygu) rsm;udktoHk;jyKí oufaocHvufrSwf\ pdwfcs&rItajctae(Status)udk ppfaq;Edkifonf/  

�

 4.9.7   ARL xkwfjyeffay;rSK tMudrfta&twGuf (ARL Issuance Frequency) 

Root CA�onf CA Certificate� rsm; ajymif;vJrSK r&Sdonfhwdkifatmif (6)vwpfBudrf ARL udk 

xkwfjyeffay;rnf/ ARL xJ&Sd oufaocHvufrSwfwpfck oufwrf;ukefqHk;jcif; (expire) jzpfvQif 

¤if;oufaocHvufrSwfukd ARL rS xkwfy,f ay;rnfjzpfygonf/ 

�

 

 4.9.8   oufaocHvufrSwfukdy,fzsufjcif; trsm;qHk;Mumjrifhcsdef (Maximum Latency for ARLs) 

Root CA rS oufaocHvufrSwfudk y,fzsufpm&if;xkufNyD;vQifjyD;csif; National Repository 

wGifxkwfjyeffay;ygonf/  
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4.9.9 oufaocHvufrSwfy,fzsufxm;jcif;&Sd/ r&Sdudk On-line ppfaq;jcif; (On-line Revocation/ 

Status Checking Availability) 
ARL rsm; ESifhoufaocHvufrSwfpdwfcs&rI tajctae (Certificate Status) rsm; ppfaq;jcif;udk 

National Repository�ESifh LDAP/ OSCP Responder (&&SdEkdifvQif)oHk;í ppfaq;Edkifygonf/ Web Address�

rSm http://www.rootca.org.mm �jzpfygonf/ 

 

4.9.10 y,fzsufxm;aom oufaocHvufrSwf [kwf? r[kwf On-line ppfaq;jcif; 

jyKvkyf&efvdktyfcsufrsm; (On-line Revocation Checking Requirements) 

 oufaocHvufrSwfudk ,HkMunfpdwfcsívufcHtoHk;jyKolrsm;(Relying Party) rsm;onf 

rdrdvufcHtoHk;jyKrnfh oufaocHvufrSwf\ ,HkMunfpdwfcs&rItajctae (status) udkppfaq;&rnf/ 

Relying Party onf oufaocH vufrSwf\ ,HkMunfpdwfcs&rItajctaeukd aemufqHk;xkwfjyefcJhonfh 

oufqdkifonfh ARL/CRL udktoHk;jyKí ppfaq;jcif; rjyKvkyfygu National Repository &Sd 

oufaocHvufrSwf tajctae(odkY) toHk;jyKEdkifonfh OCSP responder (&Sdygu) wdkYukd toHk;jyKí 

ppfaq;&rnf/ 

 

4.9.11 Key csdK;azmufcH&jcif;Esifh oufqdkifaom txl;aqmif&Gufcsufrsm; (Special Requirements 

Regarding Key Compromise) 

 Root CA onfrdrdrS oufaocHvufrSwfxkwfay;xm;aom CA (odkY) ¤if; CA vufatmuf&Sd 

Sub CA rsm; \ private key csdK;azmufcH& (compromise) onf[k awGY&SdvQif (odkY) xdkodkYjzpfonf[k 

taMumif;jycsuf oufaocdkifvHkrI &SdvQif ¤if;\ Potential Relying Party rsm;tm;  taMumif;Mum;jcif;udk 

wwfEdkiforQjyKvkyfay;ygrnf/ 

 

4.10 oufaocHvufrSwfpdwfcs&rItajctae 0efaqmifrIrsm; (Certificate Status Services) 

  
 

4.10.1 oufaocHvufrSwf\ vkyfief;aqmif&GufrSKtajctae (Operational Characteristics) 

trsm;ESifhqdkifaomoufaocHvufrSwf (Public Certificate) rsm;\tajctaeudk Root CA/CA 

\ CPS wGifazmfjy xm;aom URL &Sd Website ? LDAP Directory ESifh OCSP Responder (&Sdygu) 

wdkYwGifazmfjyxm;rnf/ 
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 4.10.2   oufaocHvufrSwfESifhqdkifaom0efaqmifrSK &&dSEdkifrI (Service Availability) 

oufaocHvufrSwfpdwfcs&rItajctae 0efaqmifrIrsm; (Certificate Status Service ) udk 

(24)em&D (7)&uf ywfvHk; (Internet qufoG,frSK jywfawmufaecsdef odkYr[kwf pepfjyKjyifxdef;odrf;a&; 

(System maintenance) jyKvkyfae ojzifh ,m,D&yfqdkif;xm;csdefwdkYrSvGJí) &&SdEdkif&ef 

aqmif&Gufxm;ygonf/ 

 

4.11   oufaocHvufrSwfiSm;&rf; oHk;pGJjcif;udk tqHk;owfjcif; (End of Subscription) 

 CA onf atmufygenf;vrf;rsm;jzifh iSm;&rf; oHk;pGJjcif;udk tqHk;owfEdkifonf/ 

1/ rdrd\ oufaocHvufrSwfudktopfjyefvnfjyKvkyfjcif; (renewal) odkYr[kwf oufwrf;wdk;jcif; 

(Re-Key)      jyKvkyfjcif;rjyKbJ oufwrf;ukefqHk;cGifhjyKjcif;?   

2/ oufwrf;rukefqHk;rD rdrd\ oufaocHvufrSwfudk y,fzsufjcif;/ 

  

4.12     Private Key udk Escrow vkyfjcif;ESifh jyefvnf&,ljcif; (Key Escrow and Recovery) 

 Root CA onf ,if;\ Private Key ESifh CA \ Private Key rsm;udk Recovery twGuf 

Escrow rjyKvkyfyg/  

 

5. taxmuftyYHrsm;? pDrHcefYcGJjcif;ESifh vkyfief;aqmif&Gufjcif;qdkif&m xdef;csKyfrSKrsm; (Facility, 

Management and Operational Control) 

 

5.1  Root CA�vkyfief;\ &kyfydkif;qdkif&mxdef;csKyf? pDrHxm;&SdrSKrsm; (Physical Controls) 

 

5.1.1  pcef;wnfae&mESifh aqmufvkyfjcif; (Site Location and Construction) 

Root CA�onf 4if;\vkyfief;rsm;udk vkyfudkifaqmif&Guf&mwGif vHkNcHKrI&Sdap&ef? roufqdkifolrsm;rS 

usL;ausmf0ifa&mufjcif;? toHk;jyKjcif;r&Sdap&ef? vQdKU0Sufowif;tcsuftvufrsm;ESifh pepfrsm;udk 

roufqdkifolrsm;rS Munfh&Ijcif;rjyKvkyfEdkif&ef &kyfydkif;qdkif&mumuG,fonfhywf0ef;usif  (Physically�

Protected� Environment)udk xm;&SdtoHk;jyKí aqmif&Gufygonf/ Root CA�onf vHkNcHKrI&Sdap&eftwGuf 

tcef;rsm;wnfaqmufjcif;udk tDvufxa&mepf qufoG,faqmif&Gufa&;Oya' ESifh 4if;ESifhqufpyfonfh 

enf;Oya'rsm;? trdefYaMumfjimpmrsm;?  vrf;nGSefcsuffrsm;twdkif; aqmif&Gufxm;ygonf/ 

�

5.1.2  vkyfief;aqmif&Guf&m ae&modkY0ifa&mufjcif; (Physical Access) 
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Root CA�onf 4if;\pepfvHkNcHKa&;twGuf tqifh� (Tier)� rsm; cGJjcm;NyD; vHkNcHKa&; ppfaq;xm; 

ygonf/ twGif;ydkif;&SdvHkjcHKrI tqifhydkjrifhonfhae&m (Higher�Tier)�rsm;udk 0ifa&muftoHk;jyK&ef tjyifydkif;&Sd 

vHkjcHKrItqifh ydkedrfhonfh ae&m (Lower�Tier)�rsm;udkjzwfausmfNyD;rS 0ifa&muf&ygonf/ 

Tier� wdkif;udk0ifa&muf&ef 0efxrf;u'frsm; ppfaq;NyD;rSom 0ifa&mufEdkifygonf/ xdktcef;odkY 

0ifa&mufjcif;udk Digital Video�Recorder� jzifh rSwfwrf;wifxm;ygonf/ vHkjcHKonfh{&d,m (Secured�Area)�

tjzpfowfrSwfxm;aomae&mrsm;odkY wkduf&dkufwm0ef&SdolrSvGJí tjcm;olrsm;tm;0ifa&muf cGifhrjyKyg/ 

Cryptographic� Material� rsm; xkwfay;onfh(Create)� jyKvkyfonfh? odrf;qnf;(Store)xm;onfh 

ae&mrsm;odkY0ifa&mufjcif;? ppfrSefaMumif;taxmuftxm;pdppfjcif;(Authentication)udk Biometricsenf; 

ynmoHk;í xdef;csKyfxm;ygonf/ Server� rsm;? pm&Gufpmwrf;rsm;udk    aomhcwfxm;aomrD;cHaowÅmrsm; 

(Locked� Safes) ? bD'dk� �Cabinet)� rsm;? oufqdkif&m Container� rsm;xm;&Sdíodrf;qnf;xm;odkrnfjzpf 

ygonf/  

vHkjcHKrItqifh (Tier) wdkif;wGif  0ifxGufjcif;rsm;? toHk;jyKrSKudp�rsm;udk vHkjcHKa&;rSwfwrf; (Log-

File)� rsm; zGifhvSpfxm;&Sdí rSwfwrf;wifxm;rnf jzpfygonf/ txl;wm0efjzifh 0ifa&muf&ef 

vdktyfonfhyk*d¾K[frsm;0ifxGufjcif;udpöudk MuD;MuyfrItzGJY\ todtrSwfjzifh Root CA \ wm0efcHrScGifhjyK 

ay;rnf jzpfygonf/  

Sensitive Root CA Operation� rsm;jzpfonfh Certification� Life-Cycle� Process� rsm;udk 

wif;usyfonfh vHkNcHKa&;tpDtrHrsm; xm;&Sdaqmif&Gufygonf/ (Certification� Life-Cycle� Process� rsm;rSm 

oufaocHvufrSwfxkwfay;jcif;rsm;(Issuance)? odrf;qnf;jcif; (Storage)? Key ESifh oufaocHvufrSwfwdkY 

qdkif&m oufwrf;wdk;jcif;? qdkif;iHhjcif;? y,fzsufjcif; (Revocation) ponfwdkY jzpfygonf/) 

�

5.1.3  rD;tm;ay;pepfESifh avat;pufxm;&Sdaqmif&GufrSK (Power and Air Conditioning) 

• Root CA \ pepf(system) qufwdkuftvkyfvkyfEdkif&ef (Continuous and Uninterrupted Access) 

twGuf vQyfppf"gwftm;jywfawmufoGm;jcif;r&Sdap&ef rD;tm;ay;pepfwGif  t&HrD;pufrsm;xm;&Sd 

aqmif&Gufygonf/  

• tcef;tylcsdef? av0ifavxGuf? avat;ay;pepff? pdkxdkif;rSK (Humidity)  wdkYudk Control��	
��
�

wpf&yfjzifh xdef;nSday;xm;NyD; ,if;� System wGifvnf; Primary ESifhf Backup� pepfrsm;jzifh 

cGJjcm;pDpOf aqmif&Gufxm;&Sdygonf/ 

 

 5.1.4   a&aMumifhysufpD;qHk;&HI;rSK (Water Exposures) 

      a&aMumifhysufpD;qHk;&HI;rI r&Sdap&ef vdktyfonfhpDpOfaqmif&GufrIrsm; jyKvkyfxm;ygonf/ 



 
CP Page 29 September 24, 2010
                                                                

�

 5.1.5   rD;ab;tEÅ&m,frSumuG,fjcif; (Fire Prevention and Protection) 

      rD;ab;tEÅ&m,frSumuG,fEdkif&ef vdktyfonfh ud&d,mrsm;wyfqifjcif;ESifh umuG,fjidrf;owf 

rnfh tpDtpOfrsm; a&;qGJpDrHaqmif&Gufxm;ygonf/ 

 

 5.1.6   Media rsm;xdef;odrf;xm;&SdrSK (Media Storage) 

        Software�rsm;? Data�rsm;? Backup�Information�rsm;? pm&if;ppf Log�File�rsm;? rSwfwrf; File�

rsm;udk tcGifh&Sdolrsm;om Munfh&Iedkif&ef pepfwus wm;qD;umuG,fonfhpepfrsm; pDpOfaqmif&Gufxm; 

ygonf/ a&? rD;? tjcm;aom obm0ab;tEÅ&m,frsm;ESifh? oHvdkuf"gwfrsm;aMumifh pm&Gufpmwrf;rsm;? CD�

rsm;? pepfrsm;ysufpD;qHk;&IH;rI r&Sdap&ef pDpOfaqmif&Gufxm;yg onf/ 

�

 5.1.7  rvdkonfhpGefhypfypönf;rsm;zsufpD;pGefYypfrSK (Waste Disposal) 

Root CA� onf toHk;rvdkonfhpGefhypfypönf;rsm;udk pepfwuspGefhypfrnfhenf;vrf;rsm; pDpOf 

aqmif&Gufxm;ygonf/ ta&;BuD;onfh owif;tcsufrsm;yg&Sdonfh pm&Gufpmwrf;rsm;? CD� rsm;? 

ypönf;ud&d,mrsm;udk pGefYypfjcif;rjyKrD aocsmpGmzsufqD;NyD;rSom pGefYypf&ef pDpOfxm;ygonf/ ta&;MuD;aom 

owif;tcsuftvuf (Sensitive� Information)� rsm;yg&Sdonfh Mediarsm;? pm&Gufpmwrf;rsm;udk zwf&Ií 

r&Edkif&ef zsufNyD;rSom pGefYypfygonf/ 

 

 5.1.8   vHkNcHKpdwfcs&onfh tjcm;ae&mwGif Backup�jyKvkyfodrf;qnf;jcif; (Off-Site Backup) 

           Root CA�onf Audit�Log�Data�rsm;ESifh ta&;MuD;onfhowif;tcsuftvuf (Sensitive�

Information)� rsm;yg0ifonfh ta&;BuD;onfhpepf Data� rsm;udk vHkjcHKonfh tjcm;wpfae&mwGif  Backup�

jyKvkyf�odrf;qnf;xm;ygonf/ 

 

 

 

5.2   vkyfief;qdkif&m xdef;csKyfrSKrsm; (Procedural Controls) 

5.2.1   ,HkMunfpdwfcs&olrsm;uP² (Trusted Roles) 

Root CA onf,HkMunfpdwfcs&onfhae&m (TrustedPosition) wGifwm0ef xrf;aqmif 

rnfh ,HkMunfpdwfcs&aom yk*d¾Kvfrsm;(Trusted� Person)�[kowfrSwf&mwGif atmufazmfjyyg vkyfief;rsm;udk 

yg0if vkyfaqmifygwfoufaeonfh 0efxrf;rsm;tm;vHk;? pmcsKyfESifhvkyfief;vkyfudkifol (Contractors)�rsm;ESifh 
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tMuHay;t&m&Sd? twdkifyifcHyk*d¾Kvf (Consultant)rsm;? A[dktzGJYESif MuD;MuyfrItzGJYrS trdefYpmjzifh w&m;0if 

wm0ef ay;tyfjcif;cH&olrsm;tm;vHk;tusHK;0ifygonf/  

Trusted� Person� rsm;wGif Root CA life-cycle vkyfief;rsm;udk aqmif&Gufolrsm;? pepfvHkjcHKa&;udk 

wm0ef,laqmif&Gufolrsm;? pepfAuthentication udk Control� vkyfcGifh&Sdolrsm;ESifh atmufazmfjyyg 

vkyfief;wdkUudk vkyfudkifaqmif&Guf aeolrsm; yg0ifygonf/  

• Certificate�Application�wGifjznfhoGif;xm;onfh tcsuftvufrsm;udk ppfaq;ol?  

• Certificate� Application� rsm;?� Revocation� Request/Suspension� rsm;? Renewal� Request� (odkY) 

Enrollment� Information�rsm;udk vufcHjcif;? y,fcsjcif; (odkY) Certificate�Application�udk tjcm; 

aqmif&GufrI wpfckckudk jyKvkyfolrsm;? 

• oufaocHvufrSwfrsm;udk xkwfay;jcif;? y,fzsufjcif; ? qdkif;iHhjcif; aqmif&Gufolrsm; (Signing 

Rorm, National Repository/ LDAP / OCSP� �&Sdygu�rsm;\ uefYowf xm;aom ae&mrsm;odkY 

0ifa&mufjyKjyifajymif;vJjcif;? xkwfvkyfjcif;? oHk;pGJjcif; tcGifh&Sdoltm;vHk;)? 

• iSm;&rf;oHk;pGJol CA rsm;ESifhywfoufaomtcsuftvufrsm;? Request rsm;udkudkifwG,fajz&Sif; 

olrsm;? 

• Customer�Service�udkaqmif&Gufaeaom0efxrf;rsm;? 

• Cryptographic�Service�udkaqmif&Gufaom0efxrf;rsm;? 

• System�Administrator�rsm;? 

• oufqdkifonfhtif*sifeD,mrsm;? 

• Infrastrature�\vHkNcHKpdwfcs&rItwGuf pDrHaqmif&Gufol txuftqifht&m&Sdrsm; yg0ifygonf/  

xdk,HkMunfpdwfcs&aomyk*d¾Kvf (Trusted� Person)� rsm;onf owfrSwfxm;aom t&nftcsif;rsm; 

(Screening Requirement)ESifh jynfhpHkudkufnDrI&Sd&ygrnf/ 

�

 

 5.2.2  vkyfief;wpfckcsif;pDtwGufvdktyfrnfY0efxrf;ta&twGuf (Number of Persons Required 

Per Task) 
      Root� CA� onf wif;usyfaomvkyfxHk;vkyfenf;(Control� Procedure)� rsm;owfrSwfxm;&SdNyD; 

xdktwdkif; aqmif&GufrI&Sdap&ef wm0ef (duty)�rsm;oD;jcm;pD cGJa0csxm;jcif;? ta&;BuD;onfh vkyfief;rsm;wGif 

0efxrf;rsm; wpfOD;xufru wm0ef,laqmif&GufrSomjyD;ajrmuf&eff wm0efay;xm;jcif;rsm;jzifh xdef;csKyfrI 

(control)�jyKvkyfxm;ygonf/ 
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tvkyfwm0eftvdkuf wm0ef,lcGJjcm;aqmif&GufrI? aocsmrI&Sdap&eftwGuf vkyfxHk;vkyfenf; 

(Policy)� rsm;? control� procedure� rsm;xm;&Sdygonf/ ta&;BuD;qHk;tvkyfrsm;jzpfonfh Root CA�

\ Cryptographic�qdkif&m Hardware� rsm;? HSM� rsm;? Signing� unit� rsm;? oufqdkifonfh key� material�

rsm;udk vlwpfOD;xufru xm;&SdNyD; vkyfaqmifrSom jyD;ajrmufaprnf jzpfygonf/ 

Internal� control� procedure� rsm;taejzifh vHkNcHKrItwGuf ta&;BuD;onfh tcsuftvufrsm;? 

pufypönf;ud&d,mrsm;udk udkifwG,faqmif&Guf&mwGif (Physical Access or Logical Access tygt0if)�

tenf;qHk; vl(2)a,muf xm;&SdNyD; aqmif&GufrSom vkyfief;udkNyD;ajrmufatmif aqmif&GufEdkifrnfh 

tpDtpOfrsm; xm;&Sdaqmif&Gufxm;ygonf/ 

oufaocHvufrSwf avQmufvTmwpfapmifa&mufvmonfrSpí ppfaq;jcif;? oufaocHvufrSwf 

xkwfay;jcif;? oufwrf;wdk;jcif; ? qdkif;iHhjcif;? y,fzsufjcif;? aemufqHk;wGif zsufqD;ypfjcif; ponfh life-cycle�

wpfckvHk;udk ,HkMunfpdwfcs&onfh 0efxrf;rsm;xm;&SdNyD; aqmif&Gufygonf/ ypönf;rsm;udk ukdifwG,ftoHk;jyKí 

vkyfief;vkyfaqmif&mwGif wpfOD;wnf;ESifh vkyfief;tprS tqHk;odkY aqmif&GufEdkifjcif; r&Sdap&ef control�

rsm;udkcGJa0xm;ygonf/ Physical� Access� ESifh Logical� Access� udkta&;BuD;onfh ae&mrsm;wGif 

oD;jcm;vlrsm;okH;í cGJjcm;aqmif&Gufxm;ygonf/ 

 

5.2.3 0efxrf;wpfOD;csif;pD\ vkyfief;wm0efrsm;ESifh ppfaq;rSKu@ (Identification and 

Authentication for each Role) 
           Root CA�\ ,HkMunfpdwfcs&aom 0efxrf;tjzpf cefYxm;rnfh vHkjcHKa&;tqifhjrifht&m&Sdrsm; 

(Top Level security related)tm;vHk;udk vlawGYppfaq;jcif;? rSwfyHkwifESifh tjcm;vdktyfaom taxmuf 

txm;rsm;tm;ppfaq;jcif;rsm;udkaocsmpGmjyKvkyfNyD;MuD;MuyfrSKtzGJY\oabmwlnDcsufjzifhom 0efxrf;tjzpf 

cefYxm;ygonf/ vdktyfygu Background�Check� rsm;jyKvkyfNyD;rS cefYxm;jcif;jyKvkyfygonf/ 0efxrf;tjzpf 

cefYxm;NyD;aemuf oufqdkif&mtxuf vlBuD;\ oabmwlnDcsuf &&SdjyD;rSom pm&Gufpmwrf;rsm;? 

uGefysLwmESifh qufpyfypönf;rsm;? Software�rsm;udk udkifwG,foHk;pGJ (Access) �cGifhay;jcif;? tDvufxa&mepf 

data�rsm;udk Munfh&IcGifh? vkyfief; vkyfaqmif cGifhay;jcif;rsm;udk jyKvkyfygonf/ 

 

5.2.4   vkyfief;wm0efrsm;cGJa0rSK (Roles Requiring Separation of Duties) 

 vdktyfovdkjyXmef;ygonf/ 

 

5.3 0efxrf;ydkif;qdkif&mxdef;csKyfrSKrsm;  (Personnel Controls) 

,HkMunfpdwfcs&aom0efxrf;tjzpf avQmufxm;olrsm;onf ¤if;wdkY\ aemufaMumif;&mZ0if 

(background)?ynmt&nftcsif;?rdrdwm0ef,laqmif&Gufrnfhvkyfief;ESifhywfoufaom vkyfief;tawGYtBuHK 
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wdkUudkjynfhjynfhpHkpHk wifjyavQmufxm;&rnf/ vdktyfygu ,cifvkyfief;rsm;rS &Sif;vif;rI(clearance)�

udk,l&rnf jzpfygonf/ Trusted�Position wGif&Sdaeonfh0efxrf;rsm;tm; aemufaMumif;&mZ0ifppfaq;jcif; 

(background�check)�udk tenf;qHk; (5)ESpf wpfBudrf jyefvnf jyKvkyfygonf/ 

 

5.3.1   0efxrf;rsm;twGufoifwef;ydkYcsrSKrsm;  (Training Requirements) 

         Root CA \  0efxrf;tjzpfcefYxm;olrsm;udk oifwef;ay;NyD;rS cefYxm;rnf jzpfygonf/ 

oifwef;ay;&mwGif wpfOD;csif;pD\ vkyfief;wm0eftvdkuf atmufygwdkYudk oifMum;ygrnf/ 

• Basic PKI Concept 

• Job Responsibilities 

• Security(Physical, Network, System) and Operational Policies and Procedures 

• Use and Operation of deployed hardware and software 

• Incident and Compromise reporting and handling 

• Disaster recovery and Business Continuity Procedures 

�

5.3.2 oifwef;jyefvnfydkYcsjcif;tMudrfta&twGufESifhvdktyfcsufrsm; (Retraining Frequency and 

Requirements) 
    vdktyfovdk jyXmef;ygonf/  

 

5.3.3 vkyfief;wm0efcGJa0csxm;jcif;ESifh vSnfhvnfajymif;vJcsxm;jcif; tpDtpOf (Job Rotation 

Frequency and Sequence) 
� ����vdktyfovdk jyXmef;ygonf/  

�

5.3.4  tcGifhr&SdbJaqmif&GufrIrsm;udkydwfyifwm;jrpfjcif; (Sanctions for Unauthorized Actions) 

�����Root CA� \  0efxrf;rsm;rS tcGifhr&SdbJaqmif&GufrIrsm; (odkY) Root CA� \ ay:vpDESifh 

vkyfxHk;vkyfenf;rsm;azmufzsufrIrsm;udk MuD;MuyfrSKtzGJYodkYwifjyjyD;ta&;,laqmif&Gufygonf/ usL;vGefonfh 

tBudrfa& ESifh azmufzsufrItwdkif;twmay:wGifrlwnfí xdkufoifhaomjypf'Pfay;jcif;? tvkyfrS 

xkwfy,fjcif; ESifh w&m;Oya't& ta&;,ljcif;wdkYtxd  aqmif&Gufygonf/ 

 

5.3.5  vkyfief;cGifwm0efxrf;aqmif&ef vdktyfaom pm&Guf? pmwrf;rsm; (Documentation Supplied 

to Personnel) 
      oufqdkif&m0efxrf;rsm;tm; vkyfief;cGifwm0efxrf;aqmif&ef vdktyfaomvrf;nTefrsm;? pm&Guf? 

pmwrf;rsm;udk ay;xm;ygonf/ 
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5.4 pm&if;ppf rSwfwrf;jyKvkyfjcif;tpDtrHrsm; (Audit Logging Procedures) 

 

5.4.1  rSwfwrf;odrf;qnf;xm;&rnfhtjzpftysufrsm; (Types of Events Recorded) 

Root CA�onf manual log (or) automatic log rsm;xm;&SdNyD; atmufazmfjyyg tjzpftysufrsm; 

twGuf pm&if;ppf rSwfwrf;xm;&Sdygonf/ 

- Root CA Key Life-cycle Management Events 

• Key xkwfay;jcif; backup jyKvkyfjcif;? odrf;qnf;jcif;? jyefvnfazmfxkwfjcif;? rSwfwrf; 

odrf;qnf;jcif;? zsufpD;jcif; (Key Generation, backup, storage, recovery, archival and 

destruction) 

• Cryptographic device rsm;\ Life-Cycle Management qdkif&m tjzpftysufrsm;? 

• oufaocHvufrSwfavQmufxm;jcif;? oufwrf;wdk;jcif;? y,fzsufjcif;ESifh re-key� jyKvkyf 

jcif;rsm;? 

• vkyfief;pOfvdktyfcsufqdkif&mawmif;qdkrIrsm;(Requests)udk vufcHaqmif&Gufay;&mwGif 

atmifjrifrIrsm; (odkY) ratmifjrifrIrsm;? pepfprf;oyf aqmif&Gufcsufqkdif&m rSwfwrf;rsm; 

(Test Records)? 

• oufaocHvufrSwfrsm; Generate�jyKvkyfjcif;rSwfwrf;rsm;?  

• ARL�xkwfay;jcif;rsm;? 

- vkyfief;pepfvHkNcHKa&;qdkif&mjzpfpOfrsm;-�

• PKI�pepfoHk;pGJrIrsm; (atmifjrifrÎ ratmifjrifrIrsm;)? 

• vQdKU0Sufzdkifrsm;? rSwfwrf;rsm;zwfjcif; (read access)? a&;jcif; (write access)? 

zsufqD;jcif;rsm;(Deletion)? 

• vHkjcHKa&;qdkif&mrSwfwrf;rsm;ESifh xdkrSwfwrf;rsm;  (Security� Profile) wGif ajymif;vJ 

jyKjyifxm;rIrsm;? 

• pepf,m,DcsdKY,Gif;jcif; (crash)� rsm;? Hardware� failures� rsm;ESifh 

tjcm;aomyHkrSefr[kwfonfh udpö&yf (anomalies)�rsm;? 

• Firewall�ESifh Router�activity�rsm;? 

• Root CA� vkyfief;cGifwGif Tier tvdkuf {nfh0if? {nfhxGuf&SdrSKrsm;? 

- Log�zdkifwGif a&;om;rSwfwrf;xm;onfhtcsuftvufrsm;�
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• trSwfpOf(odkY) Automatic journal entry�rsm;twGuf sequence�number? 

• 0if?xGufonfhaeY&uf? tcsdef ESifh taMumif;t&m? 

• rSwfwrf;pmtkyfwGif a&;oGif;&ygu rSwfwrf;wifol\trnf? 

- A[dktzGJYESifh MuD;MuyfrSktzGYJwdkYrS rSwfwrf;tjzpfodrf;qnf;&efvdktyfonf[knTefMum;xm;aom 

tcsuftvufrsm;/�

 

5.4.2  rSwfwrf;rsm;udk pDrHaqmif&Gufjcif;MudrfESKef; (Frequency of Processing Log) 

    ta&;ygonfh vHkNcHKa&;qdkif&mtjzpftysufrsm;? udpö&yfrsm;twGuf wpfywfvQif tenf;qHk; 

wpfBudrfppfaq;rIrsm; jyKvkyfygonf/ ¤if;tjyif Root CA� onf ¤if;\ Audit log file rsm;rSoHo, 

jzpfEdkifonfh orm;&dk;usr[kwfaom? yHkrSefr[kwfaom tjzpftysufrsm;udk tNrJwrf; ppfaq;NyD; 

owday;csuf xkwfjyefrIrsm;udk pHkprf;ppfaq;jcif;rsm; jyKvkyfygonf/ vkyfief;qdkif&maqmif&GufrSK log file�

udkjyefvnfppfaq; (review)onfh udpö&yfrsm;udkvnf; rSwfwrf;xm;&Sdygonf/ Root CA \ vkyfief;qdkif&m 

rSwfwrf;rsm;udk MuD;MuyfrSK tzGJYodkY wpfvvQif wpfMudrf wifjyygonf/ 

�

5.4.3   Audit log file�rsm;xdef;odrf;xm;&Sdjcif; 

      Audit log file rsm;udkrSwfwrf;wifjyD; tenf;qHk;(12)v Mumonftxd Root CA 

\vkyfief;vkyfaqmifonfh ae&mwGifxdef;odrf;xm;&SdNyD;aemufydkif;wGif vHkNcHKpdwfcs&onfhae&mü tydk'f(5.5) 

wGif azmfjyxm;onfhtwdkif; rSwfwrf; a[mif;tjzpf odrf;qnf;xm;&Sdygonf/ 

5.4.4 �Audit log file�rsm;udkumuG,fjcif; (Prevention of Audit Log) 

 Audit log file�rsm;&Sd rSwfwrf;rsm;udk rormolrsm;rS 0ifMunfhjcif;? jyifqifjcif;? zsufypfjcif; (odkY) 

tjcm;rormonfh udpörsm;rjyKvkyfEdkif&eftDvufxa&mepfenf;jzifhumuG,fwm;qD;onfhpepfrsm; jyKvkyfxm; 

ygonf/ 

5.4.5  �Audit rSwfwrf;rsm; backup aqmif&GufrnfhtpDtpOf (Audit Log Backup Procedures��

     Audit Log rsm;udkaeYpOfvkyfief; vkyfaqmiforQ backup� jyKvkyfNyD; wpfywfwpfBudrftjynfht0 

(full)  backup�jyKvkyfygonf/ 

 

5.4.6   Audit rsm;pkpnf;rSK pepf (Audit Collection System (Internal vs. External)) 

      vdktyfovdk jyXmef;ygonf/ 

  

5.4.7 xdcdkufysufpD;rSLjzpfay:Edkifajcrsm;udk wdkif;wmppfaq;jcif; (Vulnerability Assessments) 
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 jzpfEdkifajc&Sdaom xdcdkufysufpD;rSKrsm;udk atmufygae&mrsm;wGif wdkif;wmppfaq;rSKjyKvkyf&rnf/ 

pepfwpfckvHk;\ jzpfEdkifaomysufpD;qHk;rSKrsm; wdkif;wmppfaq;jcif;udktenf;qHk;wpfESpfvQifwpfMudrf jyKvkyf 

ygonf/ 

 (u) Root CA pepf\ Software/ Hardware ydkif;rsm; ? 

 (c) Physical Facilities rsm;? 

 (*) Network  pepf rsm;? 

 (C) Root CA pepf? 

 

5.5   ����Record�rsm;rSwfwrf;a[mif;xm;&SdrSK�(Records Archival) 

 

5.5.1  rSwfwrf;a[mif;tjzpfxm;&Sd&rnfh rSwfwrf;trsdK;tpm;rsm; (Types of Records Archived) 

  Root CA�onf atmufazmfjyygudpörsm;twGuf rSwfwrf;xm;&Sdygonf/ 

• pkaqmif;&&Sdonfh pm&if;ppftcsuftvuf �Audit Data)�tm;vHk;? 

• oufaocHvufrSwfxkwfay;jcif;ESifh oufqdkifonfh pm&Gufpmwrf; �Support Document��

rsm;tm;vHk;? 

• Certificate Life-Cycle qdkif&mtcsuftvuftm;vHk;? 

• A[dktzGJYESifh MuD;MuyfrSKtzGJY\ nTefMum;csufjzifh rSwfwrf;xm;&Sd&rnfhtjcm;tcsufrsm;?   

 

5.5.2   rSwfwrf;a[mif;tjzpfxdef;odrf;xm;&Sdrnfhumv (Retention Period for Archive) 

     Root CA�\ oufaocHvufrSwf xkwfay;jcif;qdkif&m rSwfwrf;rsm;udk tenf;qHk; (7)ESpf Mum 

rSwfwrf;a[mif;tjzpf odrf;qnf;xm;&Sdygonf/ 

�

5.5.3  �rSwfwrf;a[mif;rsm;udk�umuG,fxm;&SdrSK  (Protection of Archive)�

     xdkodrf;qnf;xm;onfh rSwfwrf;a[mif;rsm;udk tcGifh&Sdonfholrsm;udkom Munfh&IcGifhjyKí 

roufqdkifolrsm;rS Munfh&Ijcif;? jyifqifjcif;? zsufqD;jcif;? rSwfwrf;rsm;wGif jyKjyifjcif;rsm;rjyKvkyfEdkif&ef 

umuG,fxm;&Sdygonf/ owfrSwfxm;onhf rSwfwrf;rsm;\ oufwrf;twGif; ysufpD;rIr&Sdap&ef pepfwus 

xdef;odrf; xm;&Sdygonf/  

�

5.5.4 rSwfwrf;a[mif;rsm; Backup xm;&SdrnfhtpDtpOf ( Archive Backup Procedure )  
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 owif;tcsuftvufrsm;udk rSwfwrf;a[mif;tjzpf xm;&Sd&mwGif trsm;pkudk tDvufxa&mepf 

RecordyHkpHjzifhxm;&SdjyD;?vdktyfygu pm&Gufpmwrf;yHkpHjzifh rdwÅLul;íxdef;odrf;xm;&SdrnfjzpfjyD; ysufpD;rSKr&Sd 

ap&efvnf; twwfEdkifqHk; pepfwuspDpOf odrf;qnf;xm;&Sdygonf/  

�

5.5.5   rSwfwrf;rsm;\ tcsdefrSwfom;jcif;qdkif&m vdktyfcsufrsm; (Requirements for Time-

Stamping of Records) 
    oufaocHvufrSwfrsm;? ARL� rsm;? tjcm;aomy,fzsufjcif;qdkif&m rSwfwrf;(Revocation 

Database)rsm;wGif tcsdefESifh aeY&ufudk rSwfom;xm;ygonf/ Root CA computer system \ Time Clock�

udk pHkprf;ppfaq;rSKrsm;wGif udk;um;toHk;jyKEdkif&eftwGuf a'opHawmfcsdefESifhudkufnDrSK&Sdap&ef aqmif&Guf 

xm;&Sdygonf/ xdkkuJhodkYtcsdefqdkif&mrSwfom;rIrsm;onf Cryptographicay:wGif tajccH&efrvdkyg/ 

 

5.5.6  �rSwfwrf;tcsuftvufrsm;pkpnf;rSK  (Archive Collection System (Internal or External))�

� �����Root CA�\ ,HkMunfpdwfcs&aom0efxrf;rsm;( Trusted Person, Level- 3)ESifh txufom 

rSwfwrf;tcsuftvufrsm;udk vkyfudkifaqmif&GufcGifh&Sdygonf/ �

�

5.5.7 �rSwfwrf;rsm;&&SdrSK ESifh ppfaq;rSK vkyfief;pOfrsm; (Procedures to Obtain and Verify Archive 

Information) 

    tcGifh&Sdolrsm;ESifh ,HkMunfpdwfcs&olrsm;om rSwfwrf;a[mif;(Archive Data)� rsm;udk 

0ifa&mufMunfh&SKEdkifrnfh vHkNcHKa&;pepf xm;&Sdygonf/ rSwfwrf;rsm;udk jyKjyifajymif;vJoGm;jcif; &Sd?r&Sd 

(Integrity)�udk wpfESpfvSsifwpfMudrf jyefvnfppfaq;ygonf/  

 

 

 

5.6  Root CA Key Pair�rsm;topfjyKvkyfjcif; (Key Changeover�� 

Root CA\Keyoufwrf;(Maximum life time�rSm (7)ESpfjzpfygonf/ xdkowfrSwfoufwrf;udk 

ausmfvGefygu Root CA� Key Pair� rsm;udkf vkyfief;wGif qufvuftoHk;rjyKyg/ Root CA Key Pair�

oufwrf; rukefqHk;rD tenf;qHk; (3)v MudKwifíoufwrf;wdk;jcif; jyKvkyf&rnf/ xdkodkYoufwrf;wdk;&ef 

Root CA Key Pair�topfwpfpHk xkwf&rnf/ Root CA Key Pair�ta[mif;rS Root CA Key Pair�

topfodkY ul;ajymif;&mwGif vG,fulacsmarGUpGm ul;ajymif;Edkif&ef Key� ajymif;vJjcif; vkyfxHk;vkyfenf;rsm; 

(Key Changeover Procedure)�rsm;udk BudKwifowfrSwfxm;ygonf/ 
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•  Key ajymif;vJjcif; rjyKvkyfrD Root CA onf CA� rsm;odkY oufaocHvufrSwfxkwfay;jcif;udk 

&ufaygif; (90) BudKwifí &yfem;ygonf/ 

• Certificate Key Pair�&yfpJvdkufonfh aemufydkif; CA�rsm;\ Certificate Request�rsm;udk Root 

CA�Key Pair�topfoHk;í Sign�xdk;rnfjzpfygonf/ 

• Original key Pair�oufwrf;ukefqHk;jcif; rjzpfrDtxd ARL�rsm;udk Original Key Pair�oHk;í 

xkwfjyeffygonf/ 

• oufaocHvufrSwfta[mif; oufwrf;rukefqHk;rD (3)vMudKwifíoufaocHvufrSwftopfudk 

xkwfjyD; SupplimenttjzpftoHk;jyKygonf/ 

 

5.7  Root CA� tcsuftvufrsm; wdkufcdkufcH&rSKESifh ab;tEÅ&m,fusa&mufrSKrsm;rS 

jyefvnfae&mcsxm;jcif; (Compromise and Disaster Recovery)  

5.7.1  rawmfwqrSKESifhcsdK;azmufcH&rSKrsm;udk udkifwG,fajz&Sif;rnfh vkyfxHk;vkyfenf;rsm; (Incident and�

Compromise Handling Procedures) 

 Root CA onf rawmfwqrSKESifhcsdK;azmufcH&rSKrsm;udk udkifwG,fajz&Sif;rnfh tpDtrHrsm; 

aqmif&Gufxm;&Sd ygonf/ ,if;tpDtrHwGif tenf;qHk; atmufazmfjyygtcsufrsm; yg0ifygonf/  

(1) Root CA key csdK;azmuf? cdk;,lcH&jcif;? ysufqD;jcif;? 

(2) CA key csdK;azmuf? cdk;,lcH&jcif;? ysufqD;jcif;? 

(3) Root CA pepfESifh uGef,uftwGif;odkY rormolrsm;0ifa&mufjcif;? tcsuftvufrsm; 

jyKjyifcH&jcif;? zsufqD;cH&jcif;? cdk;,lcH&jcif;? 

(4) oufaocHvufrSwfudk w&m;r0ifxkwf,lcH&jcif;? qdkif;iHhcH&jcif;? y,fzsufcH&jcif;? 

Root CA onf jyóemrsm; jzpfyGm;vmygu MuD;MuyfrSKtzGJY\ vrf;nTefrSKcH,lí 

aqmif&Gufygonf/ jyóemjzpfyGm;onfhtcsdefrSpjyD; ajz&Sif;jyD;onfhtcsdeftxd aqmif&Gufcsufrsm;udk 

MuD;MuyfrSKtzGYJxHodkY tqifhwdkif;udk tpD&ifcHwifjyrnfjzpfjyD; Root CA rS MuD;MuyfrSKtzGJYxHwifjyonfh 

ESpfpOftpD&ifcHpmwGifvnf; tao;pdyfazmfjyay;ygrnf/  

 

5.7.2�uGefysLwmESifh qufpyfypönf;rsm;? aqmh0JvfESifh tcsuftvufrsm; ysufpD;qHk;&IH;rIudk aqmif&Gufjcif; 

(Computing Resources, Software and/ or Data are corrupted)�

uGefysLwmESifhqufpyfypönf;(Computing Resources)rsm;? Softwarersm;? datarsm; ponfhwdkYwGif 

ysufpD;qHk;&HI;rI (corruption)� rsm; jzpfyGm;yguMuD;MuyfrSKtzGJYodkY tpD&ifcHpmwifjyNyD; Root CA�
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\ vHkNcHKa&;ESifh rawmfrqrIrsm;udk udkifwG,fajz&Sif;rnfh vkyfxHk;vkyfenf;rsm;(� Incident Handling 

Procedure )t& aqmif&GufoGm;rnf jzpfygonf/ xdkvkyfxHk;vkyfenf;rsm;wGif uGefysLwmESifh qufpyfypönf; 

(Computing Resources)rsm;? Softwarersm;? datarsm;ponfhwdkYudkoifhavsmfonfhae&modkYa&GUajymif;jcif;? 

rawmfwqrIudk pHkprf;ppfaq;jcif; (incident investigation)� ESifh jyefvnfajz&Sif;rnfh enf;vrf;rsm; 

yg0ifygonf/ 

 

5.7.3� Private key csdK;azmufcH&jcif;twGuf aqmif&GufrSKvkyfief;pOfrsm; (Entity Private Key 

Compromise Procedures) 

Root CA \ Private Key (odkY) Infrastructure� rsm; csdK;azmufcH&jcif;(Compromise)� (odkU) 

xdkodkY jzpfysufonf[k taxmuftxm;cdkifvHkygu Root CA rS tzGJUzGJUNyD; tajctaeudk 

avhvmqef;ppfjcif;? Action� Plan� a&;qGJjcif;? Action Plan twdkif; 

taumiftxnfazmfjcif;rsm;udkA[dktzGJYESifhBuD;MuyfrItzGJY\ oabmwlnDcsufjzifhaqmif&GufoGm;rnf 

jzpfygonf/ tu,fí RootCA \ oufaocH vufrSwfudk y,fzsuf&efvdktyfygu- 

• xdkodkYy,fzsufaMumif;udk National Repository wGifxnfhoGif;aMujimNyD;oufqdkifol 

rsm;tm; wwfEdkiforsS taMumif;Mum;ay;rnf jzpfygonf/  

• Root CA twGuf Key Pair topfwpfpHk generate� jyKvkyfjyD; oufaocHvufrSwf 

topfwpfck xkwfay;rnfjzpfygonf/ 

 

5.7.4� ab;tEÅ&m,fjzpfyGm;jyD;aemuf vkyfief;rsm; qufvufvnfywfEdkifrSK pGrf;&nf (Business 

Continuity Capabilities after a Disaster) 
vl(odkY)ab;tEÅ&m,frsm;aMumifh ysufpD;qHk;&HI;rI? xdcdkufrSKrsm;jzpfyGm;onfhtcg vkyfief;qufvuf 

aqmif&GufEdkifap&ef Root CA pepfESifh Root CA\ Private Key udkvnf; BackupjyKvkyfí 

xm;&Sdygonf/ 

6. enf;ynmqdkif&m vHkjcHKa&; xdef;csKyfrSKrsm;  (Technical Security Controls) 

 
6.1  Key Pair jyKvkyfjcif; ESifh Installation jyKvkyfjcif;  (Key-pair Generation and 

Installation) 

Root CA / CA Key Pair Generate jyKvkyf&eftwGufpepfwusa&G;cs,fxm;jyD; vkyfief; uRrf;usifrI 

t&nftcsif;(Skill)&Sdaom?avhusifhay;xm;aomolrsm;udkomcefYtyfaqmif&Gufygonf/ ,HkMunfpdwfcs& 

onfhpepfxm;&Sdumvnf; aqmif&Gufygonf/ Root CA/CA� Key� Pair� tm;vHk;udk BudKwif 



 
CP Page 39 September 24, 2010
                                                                

owfrSwfxm;onfh owfrSwfcsufrsm;twdkif; Generate� jyKvkyfygonf/ Key� Generate� jyKvkyfonfh 

vkyfief;pOfudk Internet ESifh jyify Network csdwfqufxm;jcif;r&Sdaom oD;oefYowfrSwfxm;onfh 

uGefysLwmwGifom jyKvkyfrnfjzpfjyD; ? Key Pair Generation ESifhoufqdkifonfhvkyfief; (Activities)�

tm;vHk;udk aeY&uf? tcsdefESifhwuG rSwfwrf;xm;&SdNyD; yg0ifvkyfaqmifoltm;vHk;rS vufrSwfa&;xdk;ygonf/ 

xdkodkYaqmif&GufrSK tqifhqifhudk owfrSwfxm;onfhumvtxd rSwfwrf;tjzpfvdktyfovdk ppfaq;jcif;? 

jyefvnfMunfh&Ijcif;rsm; jyKvkyfEdkif&ef odrf;qnf;xm;ygonf/ 

 

6.1.1  CA odkY Private Key ay;ydkYjcif; (Private Key Delivery to CA)  

� ����Root CA�rS Key pair xkwfay;ygu Private�Key�udk oufaocHvufrSwfiSm;&rf;oHk;pGJol(CA) 

udk,fwdkif Root CA \ &Hk;odkY vma&mufí xkwf,l&ef vdktyfygonf/ Root CA�onf Private Key 

udkvHkjcHKpdwfcs&rI&Sdap&ef PKCS#12 yHkpHjzifhom ay;ygonf/ 

 

6.1.2  Root�CA \ Public Key udk Relying Parties rsm;rStoHk;jyKEdkif&ef pDpOfaqmif&Gufxm;jcif;    

(Root CA Public Key Delivery to Relying Parties) 

    Root�CA \oufaocHvufrSwfESifhRoot CArSxkwfay;xm;aom oufaocHvufrSwftm;vHk;udk 

Root� CA \ web-sitewGif Download jyKvkyfEdkif&efwifxm;ygonf/ iSm;&rf;oHk;pGJolrsm;\ oufaocH 

vufrSwf&Sd Certificate� Chain�wGif Root� CA�\ oufaocHvufrSwftygt0if� full Certificate Chain�

tm;vHk;yg0ifrnfjzpfygonf/ S/MIME Protocol udktoHk;jyKaom Relying Party rsm;ESifh oufaocH 

vufrSwftoHk;jyKolrsm;onf 4if;wdkY&Sd Root� CA� oufaocHvufrSwf\ Validityudk od&Sd&ef Certificate 

hash value udk Web site &Sd Hash Value ESifh wdkufqdkifppfaq;&rnf/ Root�CA�oufaocHvufrSwfudk CA 

rsm;\ Web sitewGifvnf; wifxm;rnfjzpfygonf/ 

 
 

6.1.3  Key \t&G,ftpm; (Key-Sizes) 

     Key-Pair� rsm;\ Private� Key� rsm;udk Cryptanalysis� jyKvkyfjcif;enf;jzifh od&Sdatmif 

jyKvkyfEdkifjcif;rS umuG,fEdkif&eftwGuf vHkavmufaom Key t&Snf (key� length)�xm;&Sdygonf/ Root CA �

\ Key Lenght�rSm (4096)� bit RSA� jzpfygonf/ CA Key Pair \ Size onf (2048) bit &Sd&ygrnf/ 

vufrSwfa&;xkd;&eftwGuf toHk;jyKaom Hash Algorithm rSm SHA1 jzpfygonf/ 
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6.1.4  Public Key Prameter jyKvkyfjcif;ESifh t&nftaoG;ppfaq;jcif; (Public Key Prameters 

Generation and Quality Checking) 

  CA rsm;onf vdktyfaom Key� rsm;udk rdrdudk,fwdkif Generate � jyKvkyfygu MuD;MuyfrSKtzGJYrS 

vufcHaom tvm;wlpHowfrSwfcsufrsm;twdkif; jyKvkyf&rnfjzpfygonf/ Root CA rS vufcHaom 

Generate jyKvkyfvdkufonhf Key Parameter rsm;\ t&nftaoG; (Quality) udk FIPS 186-2 odkYr[kwf 

MuD;MuyfrSKtzGYJrSvufcHaom owfrSwfcsufrsm;twdkif; ppfaq; (Verify) ygrnf/ 

 

6.1.5  Key toHk;jyK&onfh&nf&G,fcsuf (Key Usage Purpose as per X.509 V3 keyUsage 

field) 

  Root CA \ Key udk atmufyg&nf&G,fcsufrsm;jzifhtoHk;jyKygonf/ 

• CA rsm;\oufaocHvufrSwfudk vufrSwfa&;xdk;xkwfay;&efESifh 

• ARL rsm;xkwfay;&efwdkYjzpfygonf/ 

�

6.2.  Private Key umuG,fjcif;ESifh Cryptographic Module oHk;pGJxdef;csKyfjcif;rsm; (Private 

Key Protection and Cryptographic Module Engineering Controls) 

Root CA onf Physical,� Logical� ESifh Procedural� Control� rsm;aygif;pyfum Root� CA�

\ Private� Key� ESifh CA rsm;\ Private Key (&Sdygu) rsm;udk trSefwu,fvHkNcHKpdwfcsrI&Sdap&ef 

pDrHaqmif&Gufxm;&Sdygonf/ rdrd\ Private�Key� jyifqifcH&jcif;? aysmufqHk;jcif;? olwyg;rS toHk;jyKjcif;rsm;? 

roufqdkifolrsm;rS Munfh&Ijcif;rsm;udk umuG,f&ef BudKwif owday;rIrsm;udk ���ESifh oabmwlnDcsuf wGif 

a&;om; owday;xm;ygonf/ Root CA�rS toHk;jyKaom Hardware Cryptographic Module�rSm FIPS 

140-1 (Level 3)�ESifh udkufnDrSK &Sdygonf/ 

 

 

6.2.1 Cryptographic Module \t&nftaoG;pHESifh xdef;csKyfrSKrsm; (Cryptographic Module 

Standards and Controls) 
� oufaocHvufrSwfrl0g'rsm;(Certificate Policy) t& Root CA onf pepfvHkjcHKrSKtwGuf FIPS 

140-1 (Level-3) Hardware Security Module udk toHk;jyKygonf/ CA rsm;onf 4if;wdkY\ (Certificate 

Policy) wGif azmfjyyg&Sdcsufrsm;twdkif; vdkufemí owfrSwfcsufrsm;ESifhudkufnDaom Hardware 

Cryptographic Module udk a&G;cs,foHk;pGJ&rnf/   Root CA onf CA rsm;rSa&G;cs,fxm;aom Hardware 
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Cryptographic Module \ pdwfcs&rSKESifh tmrcHcsuf&Sd? r&Sdudk vdkifpifxkwfay;jcif;rjyKrD ueOD;ppfaq;jcif;  

(Initial Audit) jyKvkyfonfhtcsdefü ppfaq;jyD; MuD;MuyfrSKtzGYJxH wifjyay;&rnfjzpfygonf/  

�

6.2.2�Private Key�udk vltrsm;xdfef;csKyfrSK (private key (m out of n) Multi-Person control)�

 vdktyfovdk jyXmef;ygonf/ 

 

6.2.3  Private Key Escrow jyKvkyfjcif; (Private Key Escrow) 

Root CA ESifh CA rsm;\ Private Key rsm;udk Escrow rjyKvkyfyg/  

�

6.2.4   Private Key Backup 

Root�CA�onf 4if;\ Private�Key�rsm;udk obm0ab;tEÅ&m,frsm;? tjcm;aom tEÅ&m,frsm;? 

usa&mufjyD;aomtcg vkyfief;qufvufaqmif&GufEdkif&ef (Recovery� jyKvkyf&ef)twGufom þ CP 

ygowfrSwfcsufrsm;twdkif; Backup�Copy�xm;&Sdygonf/ xdk�Key�rsm;udk vQdKU0Sufuk'f(Encrypt)� jyKvkyfí 

Disaster Recovery Site wdkYwGifodrf;qnf;xm;&Sdygonf/ 

 

6.2.5  Private Key rSwfwrf;a[mif;xm;&SdrSK (Private Key Archival) 

Root CA \ Private Key udk Archive rjyKvkyfyg/? 

 

6.2.6  Private key udk Cryptographic Module xJwGif (odkY) Cryptographic Module rS 

ajymif;a&GUjcif; (Private Key Transfer Into or From a Cryptographic Module) 

       Root CA onf vufrSwfa&;xdk;&eftoHk;jyKrnfh rdrd\ Key Pair udk Hardware 

Cryptographic Module toHk;jyKí Generate jyKvkyfygonf/ ¤if;tjyif xdk Key Pair udk Recovery 

jyKvkyf&eftwGuf Encrypt jyKvkyfí odrf;qnf;xm;ygonf/ xdk Key Pair udktjcm;aom Hardware 

Cryptographic Module odkYajymif;a&TUxm;ygu Encrypt jyKvkyfxm;onfh yHkpHjzifhom wpfckrSwpfckodkY 

ajymif;a&TUjcif; jyKvkyfygonf/ 

 

6.2.7  Private key udk vQdKU0Sufuk'fajymif;� odrf;qnf;jcif; (Private Key Storage on   

Cryptographic Module) 

         Hardware Cyptographic Module(HSM)  wGif odrf;qnf;xm;onfh Root CA \ Private 

Key rsm; udk vQdKU0Sufuk'fajymif;xm;aom (Encrypted) yHkpHjzifhom odrf;qnf;xm;&Sdygonf/ 
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6.2.8    Private key udk Activation�data�oHk;íumuG,fjcif; (Method of Activating Private 

Key) 

      Root� CA�onf ¤if;\ Private�Key�qHk;&IH;jcif;? cdk;,lcH&jcif;? jyKjyifcH&jcif;? tcGifhr&Sdolrsm;rS 

oHk;pGJjcif;? zGifhMunfhjcif;r&Sdap&ef (Activation)�yHkpHoHk;ívnf; umuG,fxm;ygonf/ 

Private Key udk toHk;jyKí Sign xdk;jcif;jyKvkyfEdkif&ef Activate jyKvkyf&mwGif Trusted Person 

tenf;qHk; (2) OD; yg0ifjyKvkyfrSom atmifjrifaprnf jzpfygonf/ 

 

6.2.9    Private key udk Deactivation�jyKvkyfjcif; (Method of Deactivating Private Key) 

 Root� CA� onf Signing vkyfief;jyKvkyfjyD;aomtcgwdkif; Activate vkyfpOfwGifyg0ifcJYaom 

Trusted Person rS Manual Shut Down jyKvkyfjcif;? Logout jyKvkyfjcif;jzifh Private key udk Deactivate 

jyKvkyfygonf/ 

 

6.2.10   Private Key udk zsufqD;jcif; (Method of Destroying Private Key) 

           Root CA�onf 4if;\ Private�Key�udk zsufqD;&mwGif HSM udk 4if;\puf&Hkxkwf rlkv 

tajctae(Factory Initial State)odkY ajymif;vJjcif;enf;jzifh jyefvnf wnfaqmufoHk;pGJEdkifjcif; r&dSap&ef 

tMuGif;tusefr&Sdatmif zsufqD;ypfygonf/ xdkodkY zsufqD;ypfonfhtcgwdkif; rSwfwrf; Log� zdkifxm;&Sd 

rSwfwrf;wifxm;ygonf/ xdkodkY zsufqD;jcif;udk wpfOD;xufru aqmif&GufrSom jyD;ajrmufap&ef 

pDpOfxm;&Sdygonf/ 

 

 

6.3.    Key Pair pDrHxdef;odrf;jcif;ESifhoufqdkifaom tjcm;enf;vrf;rsm; (Other Aspects of Key 

Pair Management) 
 

6.3.1    Public Key tm;vHk;udk rSwfwrf;a[mif;xm;&SdrSK (Public Key Archival) 

       Root�CA�onf 4if;\ Public Key tm;vHk;udkrSwfwrf;a[mif;(Archive)tjzpf odrf;qnf;xm; 

ygonf/ 
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6.3.2   oufaocHvufrSwfESifh Key�pair�toHk;jyKrSKumv(Certificate Operational Periods and 

Key Pair Usage Periods) 
Root CA Certificate�\ Operational� Period�onf y,fzsufjcif;rcH&ygu (7) ESpfjzpfygonf/  

Key� Pair� rsm;\ Operational� Period� onf oufaocHvufrSwfrsm;\ Validity� Period twdkif; 

jzpfygonf/ 

xdkYtjyif Root� CA� onf ¤if;\ oufaocHvufrSwfoufwrf;rukefqHk;cif (3)vMudKwifí  

oufaocHvufrSwf topfrsm;xkwfay;jcif;udk &yfpJygonf/ 

 

6.4.      Private Key Activation jyKvkyfjcif; (Activation Data) 

6.4.1  Private Key Activation jyKvkyfjcif; ESifh Installation jyKvkyfjcif; (Activation Data 

Generation and Installation) 
          vdktyfovdkjyXmef;ygonf/   

�

6.4.2  Activation jyKvkyf&mwGif oHk;aomtcsuftvufrsm;udk umuG,fjcif; (Activation Data 

Protection) 
    vdktyfovdkjyXmef;ygonf/  

 

6.4.3 Activation jyKvkyf&mwGif oHk;aomtcsuftvufrsm;ESifh oufqdkifaom 

tjcm;taMumif;t&mrsm;  (Other Aspects of Activation Data) 

       vdktyfovdkjyXmef;ygonf/ 

 

6.4.3.1 Activation jyKvkyf&mwGif oHk;aomtcsuftvufrsm;ay;ydkYjcif; (Acitvation Data 

Transmission) 
        vdktyfovdkjyXmef;ygonf/ 

6.4.3.2 Activation jyKvkyf&mwGif oHk;aomtcsuftvufrsm;rsm;zsufqD;jcif;(Activation Data 

Destruction) 
     vdktyfovdkjyXmef;ygonf/ 

 

6.5 uGefysKwmpepfvHkjcHKa&; xdef;csKyfrSKrsm; (Computer Security Controls) 
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Root�CA�onf ,if;vkyfief;rsm;\ uGefysKwmpepftwGuf ,HkMunfpdwfcs&onfhpepfudk MuD;MuyfrSK 

tzGYJrS A[dktzGJY\ oabmwlnDcsufjzifh owfrSwfxm;onfh vHkjcHKa&;qdkif&m nTefMum;csufrsm;ESifh tnD 

udkufnDrSK&Sdatmif aqmif&Gufxm;ygonf/  

 

6.5.1 uGefysKwmvHkjcHKa&;twGuf enf;ynmqdkif&m oD;jcm;vdktyfcsufrsm; (Specific Computer 

Security Technical Requirements) 
      Root�CA�pepfonf Root CA�\ Software�ESifh Data�File�rsm;udk roufqdkifolrsm;rS access�

rjyKvkyfEdkif&ef ,HkMunfpdwfcs&onfh pepfxm;&Sdygonf/ xdkYtjyif Key Generate jyKvkyfaom�Computer�udk 

udkifwG,foHk;pGJcGifhtm; uefYowfxm;NyD; cdkifvHkaom taMumif;jycsufjzifhom oHk;pGJcGifhjyKygonf/  

Root� CA�\ Key Generate jyKvkyfaom�Computer udk Root� CA�\ useftpdwftydkif;rsm;ESifh 

oD;jcm;cGJxkwfxm;ygonf/� Password� ESifhpyfvsOf;� tenf;qHk; Character� ta&twGufudkvnf;aumif;? 

Alphanumeric�ESifh Special�Character�rsm;aygif;pyfyg0if&efvnf;aumif;? Password�rsm;udk ajymif;vJay; 

&rnhfumvudkvnf;aumif; owfrSwfxm;ygonf/ 

Root CA \vkyfief;rsm;ESifhoufqdkifonfh Database rsm;? Server rsm;tm; wdkuf&dkufudkifwG,f 

oHk;pGJEdkifcGifhudk owfrSwfxm;&Sdonfh ,HkMunfpdwfcsolrsm;udkomcGifhay;xm;jyD; xdkodkYoHk;pGJ&efrSmvnf; 

cdkifvHkaomtaMumif; tcsuf (Business Reason) &Sd&rnf jzpfygonf/ Primary ESifh Remote Backup ukd 

Virtual Private Network (vHkjcHKrSK&Sdonfhpepf) jzifhxm;&Sd aqmif&Gufygonf/ 

 

6.5.2 uGefysKwm vHkjcHKa&;tqifhtajctae (Computer Security Rating) 

  vdktyfovdkjyXmef;ygonf/ 

 

6.6  oufaocHvufrSwf jzpfpOfqdkif&m enf;ynmxdef;csKyfrSK ( Life Cycle Technical Controls) 

vdktyfovdkjyXmef;ygonf/ 

 

 

6.7  Network vHkNcHKa&;qdkif&m xdef;csKyfrSKrsm; (Network Security Controls) 

Root� CA� onf ¤if;\ vkyfief;rsm;tm;vHk;udk roufqdkifolrsm;rS 0ifa&mufí rormrIrsm; 

rjyKvkyfEdkif&efvHkNcHKpdwfcs&onfh Network� pepfxm;&Sdaqmif&Gufygonf/ roufqdkifolrsm;tm;Munfh&SKcGifh 

rjyKaom Sensitive� information�rsm;udk  Root CA ESifh CA? Root CA rS Remote Site odkY tcsif;csif; 
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tjyeftvSefay;ydkY&mwGif Encryption jyKvkyfíaomfvnf;aumif;? DigitalSignature rsm;oHk;pGJíaomfvnf; 

aumif; ay;ydkY ygonf/ 

Root� CA�onfvkyfief;aqmif&Gufjcif;ESifh jyKjyifxdef;odrf;jcif;( Operation and Maintenance )    

udk Off Line jyKvkyfjyD; tjcm;aom rnfonfhuGefysLwmESifh qufpyfypönf; (External Component) rsm;ESifhrS 

uGef,ufcsdwfqufxm;jcif; rjyKvkyfyg/ trsdK;om;oufaocHvufrSwf rSwfwrf;wdkuf 0efaqmifrSKudk Online 

xm;&SdjyD; Internet tygt0if tjcm;aom ,HkMunfpdwfcs&rSKr&Sdonfh   Network rsm;ESifh csdwfquf&mwGif  

Firewall udk toHk;jyKxm;ygonf/ 

 

6.8 tcsdefqdkif&mrSwfwrf;wifjcif; (Time-Stamping) 

oufaocHvufrSwfrsm;? ARL rsm;ESifh tjcm;aom Revocation Database rSwfwrf;rsm;wGif 

vkyfaqmifonfh tcsdefESifhaeY&ufudk rSwfwrf;xm;&Sdygonf/ xdkuJhodkY tcsdefqdkif&mrSwfwrf;rsm;jyKvkyfjcif; 

twGuf Cryptographic enf;pepf toHk;jyK&ef rvdktyfyg/  

 

7.  oufaocHvufrSwf? ARL ESifh  OCSP qdkif&mrsm; (Certificate, ARL and OCSP 

Profiles) 

7.1  oufaocHvufrSwfqdkif&m Profile (Certificate Profile) 

Root�CA�\ Certificate�rsm;onf- 

(a) ITU-T Recommendation X.509 Version 3  

(b) RFC 3280 : Internet X.509 Public Key Infrastructure Certificate�ESifh CRL Profile, April 2002 

(“RFC 3280”)�wdkYESifh udkufnDygonf/ 

 

7.1.1 Version trSwfpOf (Version Number(s)) 

Root CA ESifh CA�rsm;twGufxkwfay;aomCertificate�Version�rSm X.509 version(3)jzpfygonf/ 

 
 

 

7.1.2  oufaocHvufrSwf Extension (Certificate Extensions) 

    Root CA� rS xkwfay;onfh oufaocHvufrSwfrsm;\ Certificate Extensions rsm;wGif 

vdktyfovdk jznUfqnf;xm; ygonf/ 
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7.1.3  Algorithm Object Identifiers 

Root CA�onf Certificate� rsm;udk atmufazmfjyyg Algorithm� rsm;toHk;jyKí Signing jyKvkyf 

ygonf/  

• Sha-1 with RSA 

 

7.1.4  trnfay;yHkpH (Name Forms) 

   Root� CA� onf Name Constraint Field udk Subject Distinguised Name twdkif; 

jznfhoGif;ygonf/ 

 

7.1.5   oufaocHvufrSwftrnfay;jcif;qdkif&m owfrSwfcsuf (Name Constraints) 

     Root� CA�onf Anonymous Name rsm; cGifhrjyKyg/ trnfrsm;onf t"dyÜm,f&Sd&rnhftjyif 

iSm;&rf;oHk;pGJol CA \ trnfESifhvnf; ywfoufrSK &Sd&rnf/ trnfrsm;onf Unique Distinguished Name 

(DN) jzpf&ygrnf/ 

 

7.1.6   oufaocHvufrSwf\ay:vpDqdkif&m udk,fpm;jyKcsuf (Certificate Policy Object 

Identifier)  

       Certificate Policy Extension udktoHk;jyKonfhae&mrsm;wGif þ CP t&xkwfay;onfh  

oufaocHvufrSwf tm;vHk;wGif þ Policy udknTef;xm;onfh Object Identifier (OID)  xnfhoGif; 

azmfjyay;xm;ygonf/ ,ckay:vpD\ OID wefzdk;onf tydk'f (1.2)wGifazmfjyxm;csufygtwdkif; 

jzpfygonf/ 

 

7.1.7   ay:vpDuefYowfcsufqkdif&m toHk;jyKrSK (Usage of Policy Constraints Extension) 

    jyXmef;xm;jcif;r&Sdyg/ 

 

7.1.8   ay:vpDt&nftaoG;yHkpHESifh a0g[m&t"dyÜm,fzGifhqdkcsuf (Policy Qualifier Syntax and 

Semantics) 
       jyXmef;xm;jcif;r&Sdyg/ 

7.1.9  oufaocHvufrSwf\ ta&;MuD;aom ay:vpDqdkif&ma0g[m& t"dyÜm,frsm;udk aqmif&Gufjcif;  

(Processing Semantics for the Critical Certificate Policies Extension) 

      jyXmef;xm;jcif;r&Sdyg/ 

7.2         ARL Profile 



 
CP Page 47 September 24, 2010
                                                                

ARL�wGifatmufazmfjyygZ,m;twdkif; Basic field�rsm;yg0ifygonf/�

 

Field 

 

Value or Value constraint 

 

 

Version 

 

X.509 Version 2 ARLs. 

 

 

Signature Algorithm 

 

Algorithm used to sign the ARL: Sha-1 (or) MD5 in accordance with RFC 

3279. 

 

Issuer 

 

Entity who has signed and issued the ARL. 

 

Effective Date 

 

Issue date of the ARL. ARLs are effective upon issuance. 

 

Next Update 

 

Date by which the next ARL will be issued. 

 

Revoked Certificate 

 

Listing of revoked certificates, including the serial number of the revoked 

certificate and revocation date. 

 

7.2.1  Version Number (S) 

Root CA onf X.509 ESifh Version 2 ARLs rsm;udk Support jyKvkyfygonf/ Version 2 ARLs 

rsm;onf RFC 3280 Requirements rsm;ESifhudkufnDrI&Sdygonf/ 

 

7.2.2  ARL and ARL Entry Extensions 

 jyXmef;xm;jcif;r&Sdyg/ 

 

 

8. udkufnDrSK&Sd? r&Sd pm&if;ppfjcif;ESifh tjcm;tuJjzwfrSKrsm; (Compliance Audit and Other 

Assessment) 

Root CA \vkyfief;aqmif&GufrSKyHkpHtm; MuD;MuyfrSKESifh A[dktzGYJwdkY oabmwlnDxm;onfh Security 

ESifh Technical Guideline wGifazmfjyxm;onfh tcsuftvufrsm;twdkif; MuD;MuyfrSKtzGYJrS vdktyfouJhodkY 

ppfaq;rSK jyKvkyfrnfjzpfygonf/ Root CA rS vnf; MuD;MuyftzGYJ\ Compliance Audit jyKvkyf&&SdrSKt& 

nTefMum;onfhtwdkif; jznfhqnf;aqmif&GufoGm;rnf jzpfygonf/  
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þtydkif;wGif Root CA rS IT� System� ESifhygwfoufaom vkyfaqmifrIrSwfwrf;rSwf&mrsm;udk 

aocsmpGm pkpnf;odrf;qnf;xm;rnf jzpfonf/ rSwfwrf;rSwf&mrsm;[k qdk&mwGif vkyfief;ESifhygwfoufaom 

pm&Gufpmwrf;rsm;? Oyrmtm;jzifh- avQmufvTm? twnfjyKaom pm&Gufpmwrf;rsm;? toHk;jyKrI vufpGJpm&Guf 

pmwrf;rsm;? vkyfydkifcGifhESifhqdkifaom yHkpHrsm;? rSwfwrf;pmtkyfrsm;? rSwfwrf;zdkifrsm;? tjcm;oifhawmfaom 

rSwfwrf;jyKoifh xdef;odrf;xm;oifhonfrsm;udkqdkvdkygonf/ þpm&Gufpmwrf;rsm;udk Audit� Trial�

&nf&G,fcsufjzifh aocsmpGm xdef;odrf;xm;rnf jzpfonf/ xdkodkU odrf;qnf;xm;jcif; tm;jzifh- 

(u) vHkjcHKa&;(Security)� xdk;azmufvmaom jzpfyGm;aponfhtaMumif;&if;rsm;udk Log�

Documentation�rsm;&Sdjcif;jzifh od&SdEdkifrnf/ 

(c) ,cifBudKwifcsrSwfxm;aompnf;rsOf; (Rules� and� Regulations)� rsm;ESifhvdkufavsmnDaxG&SdrI 

(odkU) aoGzDrIrsm;udk oufaojyEdkifrnfjzpfonf/ 

 

8.1  tuJjzwfrSKMudrfESKef;ESifh tajctae (Frequency and Circumstance of Assessment)  

MuD;MuyfrSKtzGJYonf Root�CA�tm; (1)ESpfwGif (1)Mudrf pm&if;ppfjcif; jyKvkyfygonf/ 

• Roo�� C� onf oufaocHvufrSwfxkwfay;ydkifcGifh&Sdol C�rsm;udk (1)ESpfwGif (1)Budrf 

pm&if;ppfjcif; jyKrnfjzpfonf/ 

• pm&if;ppfjcif;rsm;udkBuD;MuyfrItzGJYrS vufcHonfht&nftcsif;jynfh0onfh pm&if;ppf tzGJYrsm; ESifh 

ppfaq;rnf/ pm&if;ppf tzGJYwGif vufrSwf& jynfolYpm&if;udkif wpfOD;ESifh Certified� Information�

System� Auditor� wpfOD;yg&SdrnfjzpfNyD; 4if;wdkYteufwpfOD;OD;onf 'D*spfw,f 

oufaocHvufrSwfrsm; ESifh 'D*spfw,fvufrSwfrsm; taMumif;vHkavmufaom todynm? 

A[kokw&Sdoljzpf&rnf/ 

• pm&if;ppftzGJUonf oufaocHvufrSwf xkwfay;ydkifcGifh&Sdol(CA)rsm;ESifh oD;jcm;wnf&SdrnfjzpfNyD; 

oufaocH vufrSwf xkwfay;ydkifcGifh&Sdol(CA)odkY software� rsm;? Hardware� rsm;? 0efaqmifrIrsm;? 

ukefypönf;rsm; a&mif;csaeolrsm; rjzpf&yg/ 

• CA� rsm;onf pm&if;ppftzGJUrS vdktyfaom tcsuftvuf? pm&Gufpmwrf;rsm;ESifh 0efxrf;rsm;udk 

ay;tyf& rnf/ 

 

8.2   tm;enf;csufrsm;ay:rlwnfí vkyfaqmifcsuf (Action Taken as a Result of Deficiency) 

 pm&if;ppfjcif;&v'ft& cRif;csuf(Exception)� ESifhtm;enf;csuf (Deficiencies) rsm;&Sdygu 

MuD;MuyfrSKtzGYJrS nTefMum;onfhtwdkif; jznfhqnf;aqmif&Gufay;ygrnf/  
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9.  tjcm;aom pD;yGm;a&;&mESifh Oya'qdkif&m taMumif;t&mrsm; (Other Business and Legal 

Matters) 

 

9.1  ay;oGif;&rnfh aiGaMu;yrmP (Fees) 

 

9.1.1  oufaocHvufrSwf xkwfay;jcif;ESifh oufwrf;wdk;jcif;twGuf ay;oGif;&rnfhaiG (Certificate 

Issurance (or) Renewal Fees) 
� vdktyfovdk jyXmef;ygonf/ 

�

9.1.2   oufaocHvufrSwfudk Munfh&Ijcif;twGuf usoifhaiG (Certificate Access Fees) 

        oufaocHvufrSwfrsm;tm; trsdK;om;oufaocHvufrSwfrSwfwrf;wdkuf (National 

Repository)� wGifxnfhoGif;jcif; (odkY) Relying Party rsm;rS toHk;jyKEdkifatmif jyKvkyfay;jcif;wdkYtwGuf 

usoifhaiG aumufcHrnf r[kwfyg/ 

 

9.1.3�oufaocHvufrSwfy,fzsufpm&if;ESifh tajctaeudk Munfh&Ijcif;twGuf usoifhaiG (Revocation 

or Status Information Access Fees) 

       Root CA onf Authority Revocation List (ARL) jyKvkyfjcif;? xdk ARL� rsm;udk 

Relying Party rsm;rS Munfh&IEdkif&efjyKvkyfay;jcif;wdkYtwGuf usoifhaiGaumufcHrnf r[kwfyg/ odkUaomf 

tjcm;aom value-added revocation information 0efaqmifrIrsm;twGuf usoifh aiGaumufcHrnf 

jzpfygonf/ Root CA onf tjcm;aom Third party rsm;rS Revocation information rsm;? Certificate 

Status Information rsm; (odkY) National Repository wGif time stamping jyKvkyfjcif;rsm;ukd Root�CA�

ESifh MuD;MuyftzGJY\ pmjzifh a&;om;cGifhjyKxm;jcif;r&Sdygu cGifhrjyKyg/ 

�

 

9.1.4���tjcm;aom0efaqmifrIrsm;twGuf usoifhaiG�(Fees for Other Services) 

  Root CA� onf þ CP ESifh CPS� udk0ifa&mufMunfh&Ijcif;(Access)� vkyfjcif;twGuf 

usoifhaiGaumufcHjcif;r&Sdyg/ Document� rsm;udkMunfh&I&HkrQr[kwfbJ jyefvnfxkwfa0jcif; 

(Reproducation)� ? jyifqifjcif; (odkU) ¤if;wdkUudktoHk;jyKí tjcm;aom vkyfief;rsm; 

qufvufvkyfukdifjcif;uJhodkYaom tjcm;aom&nf&G,fcsufrsm;jzifh toHk;jyKvdkygu Document� rsm;ukd 

rlydkifcGifh �Copyright��&Sdol Root CA ESifh vdkifpifoabmwlnDcsuf (Licence�Agreement)�&,l&rnf/ 

�
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9.1.5���jyeftrf;aiGay;jcif;qdkif&m rl0g'rsm; ��Refund policy) 

� jyXmef;xm;jcif;r&Sdyg/�

 

9.2 b@ma&;qdkif&mwm0ef,lrI   (Financial Responsibility) 

 CA rsm;\ Public key rsm;udk todtrSwfjyKay;aom Root CA onf rnfonfh 

oufaocHvufrSwfudkrqdk toHk;jyKjcif;aMumifhjzpfay:vmaom qHk;&HI;rItm;vHk;twGuf avsmfaMu;aiG (odkY) 

jyeftrf;aiGay;rnf r[kwfyg/ ( Disclaim all liability.)  

 

9.2.1  tmrcHxm;&SdrI (Insurance Coverage) 

jyXmef;xm;jcif;r&Sdao;yg/  

 

9.2.2  tjcm;aomydkifqdkifrI (Assets) rsm; (Other Assets) 

jyXmef;xm;jcif;r&Sdao;yg/  

 

9.2.3  tjcm;aom tmrcHwGifyg0ifrIrsm; (Extended Warranty Coverage) 

jyXmef;xm;jcif;r&Sdyg/ 

 

9.3.� pD;yGm;a&;qdkif&m tcsuftvufrsm;udk vQdKU0Sufjcif;� (Confidentiality of Business 

Infromation)�
 

 

 

9.3.1�vQdKU0Suftcsuftvufrsm;tjzpfowfrSwfxm;aom tcsuftvufrsm; (Scope of Confidential 

Information) 
oufaocHvufrSwfiSm;&rf;oHk;pGJol (CA)\ tcsuftvufrsm;xJrS atmufazmfjyyg 

tcsuftvufrsm;udk vQdKU0Suftcsuftvufrsm; (Confidential and Private Information)� [k 

owfrSwfygonf/ 

• CA� rsm;\ oufaocHvufrSwfavQmufxm;jcif;qdkif&m tcsuftvufrsm; (Root CA rS 

vufcHonfjzpfap? vufrcHonfjzpfap)? 

• oufaocHvufrSwfavQmufxm;jcif;qdkif&m yl;wGJay;ydkYaom tcsuftvufrsm;? 
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• vkyfief;aqmif&GufrIqdkif&mrSwfwrf;rsm; (rSwfwrf;rsm;tjynfht0tm;vHk;ESifh pm&if;ppfjcif;qdkif&m 

rSwfwrf;rsm;)? 

• CA�rsm;\ pm&if;ppfjcif;qdkif&mtpD&ifcHpmrsm;? rSwfwrf;rsm;? 

• Contingency Plan ESifh Disaster Recovery Plan rsm;? 

• Hardware, Software rsm;\ Operation� ESifhoufqdkifonfh vHkNcHKa&;tpDtpOfrsm;? vkyfief;pDrH 

tkyfcsKyfrIqdkif&m0efaqmifrIay;jcif;wdkYESifh oufaocHvufrSwfavQmufxm;jcif;wdkYESifh ywfoufonfh 

tcsuftvufrsm;? 

 

9.3.2  vQdKU0Suftcsuftvufrsm;[k rowfrSwfxm;aom tcsuftvufrsm; (Information not 

within the Scope of Confidential Information) 
oufaocHvufrSwfrsm;? oufaocHvufrSwf y,fzsufjcif;ESifh tjcm;oufaocHvufrSwf 

\ tajctae (Status)� qdkif&m � owif;tcsuftvufrsm;? Root CA National Repository� ESifh 

4if;twGif;&Sd owif;tcsuftvufrsm;udkf vQdKU0SuffESifh yk*¾dKvfa&;&mqdkif&mtcsuftvufrsm; 

(Confidential and Private Information)�rsm;tjzpf rowfrSwfyg/ þ CP yg tcsuftvufrsm;onf 

trsm;jynfoludk Munfh&IcGifh? od&SdcGifhay;xm;aom tcsuftvuf(Information)� Non-Confidential rsm; 

jzpfygonf/ tydk'f (9.3.1)wGif vQdKU0Suftcsuftvufrsm;[k owfrSwfxm;aomtcsufrsm;wGif 

ryg0ifaom tcsuftvufrsm;udk vQdKU0Suf&efrvdkaom? yk*¾vfa&;&mqdkif&mr[kwfaomtcsuftvufrsm; 

(Non-Confidential (odkY) Non-Private Information)�[k owfrSwfygonf/ 

�

 

 

9.3.3� �vQdKU0Suftcsuftvufrsm;udk umuG,f&ef wm0ef,laqmif&GufrI (Responsibility to Protect 

Confidential Information) 

Root CA�onf tjcm;aom roufqdkifolrsm; (Third Parties)�rS vQdKU0SufESifh yk*¾dKvfa&;&mqdkif&m 

tcsuftvuf (Cconfidential/ Private Information)� rsm;udk csdK;azmuf0ifa&mufMunfh&Ijcif; 

rjyKvkyfEdkif&ef pDrH aqmif&Gufxm;ygonf/ 

 
9.4 wpfOD;wpfa,mufESifhqdkifonfhudk,fa&;tcsuftvufrsm;udk vHkjcHKrI&Sdatmifaqmif&Gufjcif; 

(Privacy of Personl Information) 
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9.4.1 yk*¾dKvfa&;&mqdkif&m tcsuftvuf vQdKU0Sufjcif;pDrHcsuf (Privacy Plan)   

Root CA ESihf vufatmufcH CA� rsm;? RA� rsm;onf wpfOD;wpfa,mufESifhqdkifonfh 

udk,fa&;tcsuftvufrsm;udk vHkjcHKrI&Sdatmif aqmif&Guf&eftwGu f nTefMum;csufrsm;ESifhudkufnDrI&dSaom 

Privacy Policy �udk a&;qJG aqmif&Gufygonf/  

 

9.4.2 udk,fa&;vQdKU0SuftjzpfoufrSwfonfhtcsuftvufrsm; (Information Treated as Private)  

 �oufaocHvufrSwfavQmufxm;olESifh oufqdkifonfhtcsuftvufrsm;xJrS Root CA rS 

xkwfay;onfh oufaocHvufrSwfrsm;? oufaocHvufrSwf Directory� rsm;? on line ARL/CRL�wGif 

azmfjyonfhtcsuftvufrsm;rSvJGí usefaomtcsuf tvuftm;vHk;udk udk,fa&;vQdKU0Suftcsufrsm;[k 

owfrSwfygonf/ 

 

9.4.3  udk,fa&;vQdKU0Sufr[kwf[ktodtrSwfjyKxm;aomtcsuftvufrsm; (Information Not 

Deemed Private) 
trsm;jynfolMunfh&IEdkifonfh oufaocHvufrSwfwGif azmfjyxm;onfh tcsuftvufrsm;onf 

udk,fa&;vQdKU0Suf tcsuftvufrsm;r[kwfyg/ 

 

9.4.4 udk,fa&;vQdKU0Suftcsufrsm;udk umuG,f&efwm0ef,lrIrsm; (Responsibility to Protet Private 

Information) 

 Root CA � ESifh 4if;\ Participant �tm;vHk;onf vufcH&&dSxm;onfh vQdKU0Suftcsuftvuf 

rsm;udk csdK;azmufMunfhcH&jcif; (Compromise)� ESifh tjcm;roufqdkifoltzJGYtpnf;rsm;xH 

ay;ydkYjcif;^azmfjyjcif; rjzpfap&ef umuG,f&rnfhtjyif w&m;pD&ifydkifcGifht& jynfwGif;&SdjyXmef;xm;onfh 

Oya'rsm;twdkif;vnf; udkufnDrI&dSap&efxm;&dSygonf/ 

 
9.4.5  udk,fa&;tcsuftvufrsm;udktoHk;jyK&eftwGuf taMumif;Mum;jcif;ESifh oabmwlnDcsuf 

(Notice and Consent to use Private Information) 

 þ� CP� wGif yg&Sdonfh udk,fa&;tcsuftvufrsm;udk oufqdkifonfh Privacy Policy (odkY) 

avQmufxm;ol\ oabmwlnDcsufr&&dScJhvQif (avQmufxm;ol\ cGifhjyKcsufr&&dSyJ)  toHk;jyKrnfr[kwfyg/ 

þtydkif;onf Privacy qdkif&m umuG,fxm;&Sd&rnfh owfrSwfcsufrsm;twdkif;jzpfygonf/ 

 

9.4.6 w&m;pD&ifa&; (odkY) pDrHcefYcGJa&;qdkif&m vkyfief;pOfESifhtnD azmfjyay;jcif; (Disclosure 

Pursuant to Judicial or Administrative Process ) 
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Root CA onf rdrdwGifxm;&Sdaom Confidential � ESifh Private Informatin � rsm;udk 

w&m;pD&ifa&;qdkif&m? pDrHcefYcGJa&;qdkif&mudpörsm; (odkY) tjcm;aomw&m;a&;qdkif&maqmif&Guf&ef 

vdktyfaomvkyfief;rsm; (Legal Process) � rsm;twGufom MuD;MuyfrSKtzGJY\ cGifhjyKcsufjzifhom 

azmfxkwfjyocGifh &Sdygonf/  

 

9.4.7 tjcm;aomtcsuftvufrsm; xkwfazmf&eftajctaersm; (Other Information Disclosure 

Circumstances) 

A[dktzGYJESifh MuD;MuyfrSKtzGJYwdkYrS vdktyfovdkjyXmef;ygonf/ 

�

9.5��OmPpGrf;&nfydkifqdkifcGifhqdkif&mtcGifhta&; (Intellectual Property Right)�

� Root CA onf CA rsm;ESifh Relying Party rsm;tm;  OmPpGrf;&nf ydkifqdkifcGifhqdkif&m 

tcGifhta&;ay;jcif;(IPR) (odkU) xdkodkYkjyKvkyfay;&ef tcGifhtmPmESifh wm0efr&Sdyg/ þ CP rS 

ul;,laomrnfonfhtaMumif;t&mrqdk þ CP rSul;,laMumif;? udk;um;aMumif; udk;um;csuf? 

&nfnTef;csuf yg&Sd&ygrnf/ 

Root CA onf atmufazmfjyyg taMumif;t&mwdkYESifh ywfoufí rlydkifcGifhOy't& Root CA 

\ rlydkif[k owfrSwfygonf/ 

• Root CA \ Hard ware rsm;ESifh a&;om;xm;aom Software rsm;? 

• þ CP ESifh CPS? 

• Root CA \trnf?  

• Internet Domain name ? 

• Root CA \ Key pair rsm;/ 

�

9.6    udk,fpm;jyKrSKrsm;ESifh tmrcHcsufrsm; (Representations and Warranties) 

 

9.6.1� � Root CA� rSwm0ef,lrnfh tcsufrsm;ESifh tmrcHcsuf (Root CA Representations and 

Warranties)�

� ������Root CA�rSatmufygtcsufrsm;ESifh pyfvsOf;ívHkavmufaomaocsmrSK&Sd&rnf -  
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-MuD;MuyfrItzGJYESifh Root CA� rS twnfjyKxkwfay;xm;aom oufaocHvufrSwfavQmufvTmrsm; 

(odkU) xkwfay;NyD;aom oufaocHvufrSwfrsm;rS tcsuftvufrsm;udk rSm;,Gif;pGm azmfjyjcif;�

(Misrepresentation) r&Sd&yg/ 

- oufaocHvufrSwfavQmufxm;jcif; (Certificate Application)� (odkY) oufaocHvufrSwf 

jyKvkyfjcif;wdkUudk pDrHaqmif&Guf&mü oufaocHvufrSwfrS tcsuftvufrsm;( Information��

rsm;udk oufaocH vufrSwfavQmufxm;jcif; twnfjyKol (odkY) oufaocHvufrSwf 

jyKvkyfol\ owdcsdKU,Gif;rIaMumifh trSm;rsm;ryg&Sdap&yg/ 

- Root CA� rS xkwfay;aom oufaocHvufrSwfrsm;onf þ CP� wGifyg&Sdaom? vdktyfaom 

owfrSwfcsufrsm; tm;vHk;�All Material Requirement�ESifh udkufnDrI &Sdygonf/ 

- Revocation Services�ESifh National Repository�toHk;jyKrIonf CPS�rsm;&Sd owfrSwfcsufrsm; 

(Material Aspects)�tm;vHk;ESifh udkufnDrI&Sdygonf/ 

�

9.6.2  CA�rSwm0ef,lrnfh tcsufrsm; (CA Representation and Warranties)�

CA tjzpfvQmufxm;olrS tmrcH&rnfhtcsufrsm;rSm- 

- oufaocHvufrSwfwGifygonfh Public Key� ESifh 4if;ESifhoufqdkifaom Private Key� udkoHk;í 

a&;xdk;xm;aom Digital Signature� wdkif;onf oufaocHvufrSwfXm;&rf;oHk;pGJol�CA)�

\ Digita�� Signature� jzpfonf/ xdk Digital Signature�udk vufrSwfa&;xdk; aecsdefwGif 4if;�

oufaocHvufrSwfonf toHk;jyKí&aom tajcaewGif&SdjyD; oufwrf;ukefqHk;jcif; (Expired��

(odkU) y,fzsufjcif;(Revoked)�vkyfxm;cH&jcif; tajctaersdK;rjzpfap&yg/ 

- 4if;wdkU\ Private Key�udkaocsmpGmxdef;odrf;umuG,f xm;&rnf/ rnfonfh cGifhjyKrxm;aomol 

(Unauthorized Person)� rS oufaocHvufrSwfXm;&rf;oHk;pGJol\ Private Key� udk,lí 

oHk;pGJEkdifjcif; r&Sdap&yg/ 

- oufaocHvufrSwfavQmufxm;&mwGif oufaocHvufrSwfavQmufxm;olrSay;aom tcsuf 

tvufrsm;onf  rSefuefrI&Sd&ygrnf/ 

- oufaocHvufrSwfwGif yg0ifaomtcsufrsm;onf rSefuefygonf/ 

- oufaocHvufrSwfudk þ CP� wGifyg&Sdonfh cGifhjyKxm;aom? w&m;0ifaom Oy'qdkif&m 

&nf&G,fcsufrsm; (Authoriged and Legal Purose)�twGufom toHk;jyKygrnf/�

�

9.6.3  Relying Party� rsm;rSwm0ef,lrnfhtcsufrsm; (Relying Party Representation and 

Warranties) 



 
CP Page 55 September 24, 2010
                                                                

� Relying Party� rsm;onf rdrd,HkMunfrIjyKonfh oufaocHvufrSwfonf ,HkMunfhoifhroifh 

pOf;pm;qHk;jzwf&efvdktyfaMumif;? Relying Party Agreement� wGif a&;om;azmfjycsufrsm;ukd 

em;vnfygaMumif;ESifh oufaocHvufrSwffqdkif&mtcsuftvuf? ¤if;ESifh ygwfoufaomtcsuftvufrsm; 

udk ,HkMunfpdwfcsoifh�roifh qHk;jzwfjcif;rSm rdrdwGifomwm0ef&SdaMumif; em;vnfod&Sd&rnf jzpfygonf/  

txufpmydk'fwGifazmfjyxm;aom  Relying Party� rsm; vdkufemaqmif&Guf&rnfhwm0efrsm; 

(Obligation)�udkk vdkufemrIr&Sdjcif;aMumifh Oya'qdkif&mtusdK;qufrsm; jzpfay:vmygu ¤if;wdkYrS cH,l&rnf? 

vufcH&rnf? wm0ef,l&rnf jzpfygonf/ 

 Root CA \ ,HkMunfpdwfcspGmoHk;pGJolrsm;\ oabmwlnDcsuf (Relying Party Agreement)�

wGif tjcm;aom azmfjycsufrsm;ESifh tmrcHcsufrsm;udkvnf; xnfhoGif;azmfjyxm;ygonf/ 

�

9.6.4�tjcm;aomolrsm;\ udk,fpm;jyKrIESifh wm0ef,lrIrsm; (Representation and Warranties of 

other Paticipants)  
� jyXmef;xm;jcif;r&Sdyg/ 

�

9.7  Warranties�rsm;udk jiif;y,fjcif;�(Disclaimers of Warranties)�

� wnfqJOya'rsm;wGifcGifhjyKxm;onfh &nf&G,fcsufrsm;t& oufaocHvufrSwfoHk;pJGolrsm; 

oabmwlnDcsuf (Subscriber Agreement) � ESifh Relying Party Agreement rsm;onf Root CA �

\jzpfEdkiforQ Warranties tm;vHk;ukd (Warranity of Merchantability � (odkY) &nf&G,fcsuf wpfcktwGuf 

oifhawmfrIudk tusHK;0ifaomrnfh Warranty �rsdK;udkrqdkk) jiif;y,fEdkifonf/ xdkYjyif ayghqrI (Negligence) 

odkYr[kwf vufcHEdkifzG,f&Sdaom owdrljcif;r&Sdrl (Lack of Reasonable Care) wdkUtjyif ARL/CRL 

wGifazmfjyxm;aom qdkif;iHh? y,fzsufjyD;om; oufaocHvufrSwfrsm;tm; oHk;pGJjcif;aMumifh jzpfay: 

vmaom tusdK;qufrsm;twGuf rnfonfhay;&efwm0ef (Liability) ukdrqkd  Root CA � rS jiif;y,f 

Edkifonf/ 

�

 

9.8��ay;&ef&Sdonfrsm;udk ueYfowfxm;csufrsm; (Limitations of Liability)�

Root CA onf oufaocHvufrSwfoHk;pGJrIaMumifh jzpfay:onfh wdkuf&dkkuf (odkU) 

wdkuf&dkufr[kwfaom(Indirect),� xl;jcm;aom(Special),� tjypfay;cH&rSKaMumifhjzpfay:vmaom 

xdcdkufqHk;&SHK;rSKrsm; (Punitive Damage)? rawmfwq jzpfaom xdcdkufqHk;&SKH;rIrsm; (Incidental)�
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ponfwdkUaMumifh jzpfay:aomysufpD;qHk;&HI;rIrsm; udkvnf;aumif;? ppfyGJrsm; ESifh obm0ab; 

tEÅ&,frsm;aMumifh jzpfay: aomysufpD;rsm;twGufvnf;aumif;? avsmfaMu;aiGay;jcif;? rjyKvkyffyg/��

�

9.9��avQmfaMu;aiGay;jcif;rS uif;vGwfjcif; (Idemnities)�

jyXmef;xm;jcif;r&Sdyg/�

�

9.10      pnf;urf;csufrsm;ESifh &yfpJjcif;  (Terms and Termination) 

 

9.10.1�pnf;urf;csu f (Term) 

þ CP� onf Root CA \ National Repository wGif Publication� jyKvkyfonfhaeUrSpí 

w&m;0if(Effective) ygonf/ þ CP� wGif jyifqifrIrsm;jyKvkyfygu xdkjyifqifrIrsm;onf Nationa��

Repository�wGif xkwfjyef (Publish)�jyKvkyfonhfaeYrSpítuHsK;0if oufa&mufrSK&Sdygonf/ 

 

9.10.2�&yfpJjcif; (Termination) 

   rMumcP þ� CP� wGif jyifqifrIrsm;onf Version� topfjyXmef;jcif;ESifh ajymif;vJrI 

jyKvkyfjcif; rjyKvkyfoa&GU w&m;0if CP�jzpfygonf/ 

�

9.10.3� &yfpJjcif;tusdK;w&m;rsm;ESifh vkyfief;qufvuf&yfwnfjcif; (Effect of Termination and 

Survival ) 

þ CP udkzsufodrf;vdkufaomfvnf; Root CA� \ participant� rsm;onf certificate� rsm; 

\ Validity Period jynfhonfhwdkifatmif xdk CP ygtcsufrsm;twdkif; tusHK;0ifrI&Sdygonf/ 

 

9.11� wpfOD;csif;pDtm;taMumif;Mum;jcif;ESifh qufoG,fjcif; (Individual Notices and 

Communications with Participants) 
� vdktyfovdkjyXmef;ygonf/ 

9.12     �jyifqifrIrsm; (Amendements) 

 

9.12.1� jyifqifrIrsm;jyKvkyfonfh vkyfxHk;vkyfenf;ESifh Specification ajymif;vJrnfh vkyfxHk;vkyfenf; 

(Procedure for Amendment/ Specification Change Procedure) 



 
CP Page 57 September 24, 2010
                                                                

þ CP�wGif jyifqifrIrsm;udk Root CA Policy Management Authority rS jyKvkyfygonf/ 

jyifqifrIrsm;udk a&;om;xm;onfh Amended Form pm&GufyHkpHjzifh4if;? Update�yHkpHjzifh4if;? &SdEdkifygonf/ 

jyKjyifNyD;om; CP Version rsm; (odkY) notices section wGifvnf; Link� ay;xm;rnf jzpfygonf/ 

wnf&Sdonfh URL� rSm https://www.rootca.org.mm/ repository/updates jzpfygonf/  Root CA 

\ pDrHtkyfcsKyf olrsm;ESifh MuD;MuyfrItzGJYSrS þ CP� wGifajymif;vJjcif; jyKvkyfrIrsm;onf CP Object 

Identifier rsm;wGifvnf; ajymif;vJrIvdkrvdk qHk;jzwfcsufay;ygonf/ 

 

9.12.2� vkyfxHk;vkyfenf;rsm;udk xkwfjyefjcif;ESifh owday;taMumif;Mum;jcif; (Publication and 

Notification Procedures) 

Root CA� onf CP wGifyg&Sdonfh pmyHkESdyfjcif;qdkif&mtrSm;rsm;? URL� ajymif;vJrIrsm;? 

qufoG,f&rnfhvdyfpm ajymif;vJrIrsm; ponfwdkYudk BudKwiftaMumif;Mum;jcif;r&SdbJ jyKjyif 

ajymif;vJcGifh&Sdonf/ 

�

9.12.3 OID ajymif;vJjcif;jyKvkyfrnfh tajctaersm; (Circumstances under which OID Must 

be Changed) 
� vdktyfovdkjyXmef;ygonf/�

�

9.13��jyóemrsm;udk ajz&Sif;rnfhusifhxHk;rsm; (Dispute Resolution Procedures)�

�  Root CA ESifh CA rsm;tMum; y#dyu©rsm;jzpfyGm;vmygu MuD;MuyfrSKtzGJYrS 

oifhavQmfonfhenf;jzifhajz&Sif;ygonf/   

CA rsm;ESifh Subscriber rsm;tMum; y#dyu©rsm;jzpfyGm;vmygu Root CA rS wdkuf&dkuf 

(okdY)cHkorm"dvlMuD;(Arbitrator) rSwqifh aphpyfjcif;(Mediate) jyKvkyfjcif;jzifh ajz&Sif;ay;&ef 

wm0ef&Sdygonf/ odkYjzpfygí ,if;uJhodkYajz&Sif;Edkif&ef Root CA onf xdkolESpfOD;vHk;xHrS tcsuftvufESifh 

taxmuftxm; pm&Gufpmwrf;rsm;udk ( Information and Materials)  þ CP wGif 

azmfjyxm;onfhtwdkif;  awmif;cHEdkifygonf/  

tu,fí jyoemrsm;udk Root CA rS wm0ef,l rajz&Sif;Edkifygu MuD;MuyfrItzGJYESifh A[dktzGJYodkY 

qufvufwifjy ajz&Sif;aqmif&Gufrnfjzpfygonf/  

�

9.14��vTrf;rdk;onfh Oya' (Governing Law)�
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þ CP wGif zGifhqdkxm;onfh twdkif; bmomjyefjcif; (Interpret) ? wnfaqmufjcif; 

(Construction)? tmPmwnfapjcif;(Enforceability) ESifh w&m;0ifjzpfjcif; (Validity) rsm;ESifhpyfvsOf;í 

jrefrmEdkifiH\ wnfqJOya'rsm;t&om aqmif&Guf&rnf jzpfygonf/ jrefrmEdkifiH\ wnfqJOya'rsm;om 

vQif þ CP udk vTrf;rdk;onfh Oya'jzpfygonf/  

�

9.15��oufqdkifonfhOya'rsm;ESifh udkufnDrI&Sdjcif; (Compliance with Applicable Law)�

þ CP onf jrefrmEdkifiHawmftpdk;& rS jyXmef;xm;onfh Oya'rsm;? ouffqdkifonfhenf;Oya'rsm; 

(Regulations)? pnf;rsOf;rsm; (Rules)? trdefYaMujimpmrsm;? nTefMum;csufrsm; ESifh udkufnDrI&Sdygonf/ 

�

9.16������taxGaxG MudKwifpDrHcsufrsm;tydkif; (Miscellaneous Provisions) 

�

9.16.1 oabmwlnDcsuftm;vHk; (Entire Agreement)  

    roufqdkifyg/ �

 

9.16.2  wm0efESifh tcGifhta&;rsm; xyfqifhay;tyfjcif; (Assigment)  

� � þ CP wGif  yg0if tusHK;0ifolrsm;onf rdrdtm;ay;tyfxm;onfh wm0efESifh 

tcGifhta&;rsm;udk Root CA \ oabmwl cGifhjyKcsufr&bJ vTJajymif; ay;tyfjcif;rjyK&/ 

�

9.16.3�Oya't&aqmif&GufEdkifrl (Serverability)�

þ CP� ygazmfjycsuf (odkYr[kwf) jyXmef;csuf? pnf;urf;csufwpfckESifh pyfvsOf;í ay:ayguf 

vmonfh tajctaewpf&yfwGif w&m;&Hk;awmf (Court of Law) (odkY) tjcm;aom cHk&Hk;rsm;wGif 

wifjyudk;um;jcif; rjyKEdkifcJhaomfvnf; xdkazmfjycsuf (odkYr[kwf) pnf;urf;csufrSvGJí �CP�

\ useftpdwftydkif;rsm;onf Oya't&  qufvufí tusdK;oufa&mufrI&Sd  (Valid)�ygonf/ 

 
9.16.4 tmPmoufa&mufjcif;(udk,fpm;vS,f?a&SUaetusdK;aqmifcESifhpGefYvTwfol\ tcGifhta&;)  

   Enforcement (Attorney’s Fees and Waiver of Rights) 
          roufqdkifyg/ 

9.16.5 rwm;qD;Edkifaom? rvGefqefEdkfifaomjzpf&yf ( Force Majeure ) 

Root CA � onf obm0ab;tEÅ&m,frsm;? ppfab; ponfh wm;qD;í r&Edkfifaom 

udpö&yfrsm;aMumifh jzpfay:vmaom ysufpD;qHk;&HSK;rSKrsm;twGuf ay;avsmf&efwm0efr&Sdyg? 

�
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9.17�tjcm;aomMudKwifpDrHcsufrsm; (Other Provisions) 

  vdktyfovdk jyXmef;ygonf/ 

�

9.18��rSwfcsufrsm;ay;ydkY &efumv (Comment Period)�

þ CP ESifhpyfvsOf;í tMuHjyKcsuf? rSwfcsufrsm; ay;ydkYvdkygu þ CP tm; publish 

vkyfonfhaeYrSpí (15)&uftwGif; Root CA�odkY taMumif;Mum;pmay;ydkY Edkifygonf/ 

 

aemufqufwGJ (u) 

twdkaumufpum;vHk;rsm;ESifht"dyÜ,fzGifhqdkcsufZ,m;rsm; 

Table of Acronyms 
 

a0g[m& 
 

t"dyÜ,fowfrSwfcsuf 

ARL Authority Revocation List 
CA Certification Authority 
CP Certificate Policy 
CPS Certification Practice Statement 
CRL Certificate Revocation List 
FIPS tar&duefjynfaxmifpk Federal Information Processing Standards 

CA Certification Authority 

LDAP Light Weight Directory Access Protocol 
OCSP Online Certificate Status Protocol 
PKCS Public-Key Cryptography Standard 

PKI Public-Key Infrastrature 

Root CA Root Certificatioin Authority 

RA Registration Authority 

RFC Request For Comment 

S/MIME Secure Multipurpose Internet Mail Extensions 

SSL Secure Sockets Layer 

 

aemufqufwGJ (c) 
 

t"dyÜg,fowfrSwfcsuf 

(u) oufaocHvufrSwf (Certificate) qdkonfrSm vufrSwfa&;xdk;olESihf xdk;jrJvufrSwf zefwD;aom 

tcsuftvufwdkY\ qufEG,frIudk aocsmaponhf tDvufxa&mepf tcsuftvufowif;vTm 
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odkYr[kwf tjcm;rSwfwrf;tjzpf oufaocHvufrSwfxkwfay;olu iSm;&rf;oHk;pJGol (Subscriber) 

tm; xkwfay;onhfvufrSwfudkqdkvdkonf/ 

(odkYr[kwf) 

 oufaocHvufrSwf (Certificate) qdkonfrSm oufaocHvufrSwfxkwfay;ydkifcGihf&dSol (CA) 

\ private key jzifh �a&;xdk;xm;aom �'pf*spfw,fxdk;jrJvufrSwf (digital signature) jzihf 

xkwfay;xm;aom oufaocHvufrSwf iSm;&rf;oHk;pJGol (end entity) \ public key ESihf 

tjcm;aomtcsuftvufrsm; yg0ifonhf tcsuftvufzGJGYpnf;rI (data structure) udkqdkvdkonf/ 

 

(c) rlvt&if;tjrpfoufaocHvufrSwfxkwfay;ydkifcGihf&dSol (Root Certification Authority) 

rlvt&if;tjrpfoufaocHvufrSwfxkwfay;ydkifcGihf&dSol (Root Certificate Authority) onf 

oufaocHvufrSwfxkwfay;ydkifcGihf&dSol(CA) rsm;odkY oufaocHvufrSwfrsm; xkwfay;jcif; ? 

pDrHcefYcJGjcif;? y,fzsufjcif;? oufwrf;wdk;jcif;rsm;jyKvkyfEdkif&ef tDvufxa&mepf qufoG,f 

aqmif&Gufa&;Oya't& MuD;MuyfrItzGJGYu trdefUpmjzifh wm0efay; cefhtyfxm;aom tzGJYtpnf; 

jzpfygonf/ 

 

(*) oufaocHvufrSwfxkwfay;ydkifcGihf&dSol (Certificate Authority (CA)) qdkonfrSm 

tDvufxa&mepf xdk;jrJvufrSwfESihf pyfvsOf;í 0efaqmifrIvkyfief; aqmif&GufEdkif&ef 

MuD;MuyfrItzGJGYu tDvufxa&mepf qufoG,faqmif&Gufa&;Oya't& xkwfay;onhfvdkifpifudk 

&&dSaomyk*d¾Kvf odkYr[kwf tzGJGUtpnf;udkqdkvdkonf/ 

(odkYr[kwf) 

oufaocHvufrSwfxkwfay;ydkifcGihf&dSol (Certificate Authority (CA))  

CA vkyfydkifcGifh vdkifpif&&Sdxm;ol (CA)rsm;onf Root CA� rSxkwfay;aom 

oufaocHvufrSwfrsm;udk iSm;&rf;oHk;pGJolrsm; jzpfygonf/ CA rsm;onf wpfOD;csif; 

aomfvnf;aumif;?  tzGJUtpnf;aomfvnf;aumif; jzpfEdkifygonf/ 

 

(C) oufaocHvufrSwfay:vpD (Certifice Policy (CP)) qdkonfrSm omrefvHkjcHKrIvdktyfcsufrsm; 

ESihftnD tzGJGUtpnf;wpfck odkYr[kwf toHk;csrI tqihftwef;wpfck twGuf oufaocH 

vufrSwfwpfck toHk;jyKEdkifrIudk azmfjyaom enf;Oya' tpktzGJGYudk qdkvdkonf/ 
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(i) oufaocHvufrSwfxkwfay;jcif;qdkif&m vdkufemusifhoHk;&rnfhenf;vrf;rsm; (Certification 

Practice Statement (CPS)) qdkonfrSm  oufaocHvufrSwfrsm;xkwfay;&mwGif oufaocH 

vufrSwf xkwfay;ydkifcGihf&dSol (CA) rS toHk;jyKonhf vdkufemusihfoHk;&rnfhenf;vrf;rsm; azmfjycsuf 

jzpfonf/ 

 

(p) oufaocHvufrSwfxkwfay;ydkifcGihf&dSoly,fzsufpm&if; (Authority Revocation List (ARL)) 

qdkonfrSm rlvt&if;tjrpfoufaocHvufrSwfxkwfay;ydkifcGihf&dSol (Root CA) rS 

vufrSwfa&;xdk;í trsKd;om;oufaocHvufrSwfrSwfwrf;wdkuf (National Repository) wGif 

trsm;jynfol tvG,fwulESihf tcrJhMunfh&IEdkif&ef y,fzsufjyD;aom oufaocHvufrSwfrsm;udk 

azmfjyonhf tcsdef qdkif&m rSwfwrf;wifjcif; (time stamp) jyKvkyfxm;onhf  pm&if;wpfckudk 

qdkvdkonf/ 

 

(q) oufaocHvufrSwfy,fzsufpm&if; (Certificate Revocation List (CRL)) qdkonfrSm 

oufaocHvufrSwf xkwfay;ydkifcGihf&dSol (CA) rS vufrSwfa&;xkd;í oufaocHvufrSwf 

rSwfwrf;wdkuf (repository) wGif trsm;jynfoltvG,fwulESihftcrJhMunfh&IEdkif&ef y,fzsufjyD;aom 

oufaocHvufrSwfrsm;udk azmfjyonhf tcsdefqdkif&mrSwfwrf;wifjcif; (time stamp) 

jyKvkyfxm;onhf  pm&if;wpfckudk qdkvdkonf/ 

 
(Z) rSwfyHkwifcGifhvkyfay;ydkifcGihf&dSol (RA) qdkonfrSm oufaocH vufrSwf 

avQmufxm;ol\ taMumif;t&mrsm;ESihf ywfoufí vufcHaqmif&Guf 

rSwfwrf;wifjcif;(Registration)? avQmufxm;ol trSeftuef [kwfr[kwfppfaq;jcif; 

(Identification) ESihf oufaocHrIppfaq;jcif; (Authentication) wdkYtwGuf wm0ef,l 

aqmif&Gufay;aom vlyk*¾dKvf(odkYr[kwf) tzGJUtpnf;wpfck jzpfygonf/ (qdkvdkonfrSm RA 

wpfOD;onf  CA udk,fpm; rSefuefrI &dS? r&dSppfaq;jcif;(Identification) ESihf 

oufaocHrIppfaq;jcif; (Authentication) wm0efrsm;udk aqmif&Gufay;ygonf/) 

 
 
(ps) ,HkMunfpdwfcspGmoHk;pJGol (Relying Party) qdkonfrSm oufaocHvufrSwfudktoHk;jyKí 

oufaocHvufrSwfESihf 'pf*spfw,fxdk;jrJvufrSwfrsm;udk ,HkMunfpdwfcspGmoHk;pJGoludk qdkvdkonf/ 

þpmwrf;wGif oufaocHvufrSwfoHk;pJGol (certificate user) ESihf ,HkMunfpdwfcspGmoHk;pJGol 

(relying party) udk tjyeftvSeftoHk;jyKEdkifonf/ 
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(n) oufaocHvufrSwfavQmufxm;ol (End Entity) qdkonfrSm oufaocHvufrSwf 

xkwfay;ydkifcGihf&dSol (CA) xHrS oufaocHvufrSwfwpfckudk awmif;qdkoljzpfonf/ 

 

(#) oufaocHvufrSwfoufwrf;wdk;jcif; (Certificate Renewal) qdkonfrSm 

oufaocHvufrSwfwGif yg0ifaom public key odkYr[kwf wjcm; tcsuftvufrsm;udk 

ajymif;vJjcif;r&dSbJ iSm;&rf;oHk;pJGol CA tm; 

oufaocHvufrSwftopfwpfckxkwfay;jcif;jzpfonf/ 

 

(X)� Key pair topfudktoHk;jyKí oufaocHvufrSwfoufwrf;wdk;jcif; (Certificate Rekey) 

qdkonfrSm public key topfwpfckudktoHk;jyKí oufaocHvufrSwfxkwfay;&eftwGuf 

avQmufxm;jcif;jzpfonf/ Certificate Re-Key onf Public Key topfwpfckudk toHk;jyKí 

oufaocHvufrSwfxkwfay;jcif;jzpfygonf/ 

 
 
 




